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“If you want to understand the future before it happens, %
you'll love this book. If you want to change the future before it

happens to you, this book is required reading.”

- Reed Hundt, Former chairman of the Federal Communications
ommission

bitshook.com

How to get over
‘getting over’ privacy
 Step 1 — Drop the fig leaf: admit just

how broken our legal and technical
privacy tools actually are.

De-identified records

Original Database Name Address ZIF Buth Date | Sex | Ethmeity
AlyssaP. Hacker | East Campus 02139 05/25/1979 F White
Ben Bitdiddle Hext House 02139 03/02/1980 I Black
JoeLaw Baker 02139 07/14/1980 M Asian
Celine Miles Hew House 02139 01/30/1982 F WWihite
Deidentification
v
Deidentified Database ZIP | ButhDate | Sex | Ethnicity
02139 05/25/1979 F White
02139 03/02/1920 M Black
02139 07/14/1980 g Asian
02139 01/30/1982 F White
The deidentified database looks anomymaus, when in fact its subjests can be easily reidentified
) ) ° ) ) . . .

Two separate data bases

ZIP | Birth Date | Sex Diagnosis Diagnosis Date

02139 | 05/25/1979 F AIDE 01/21/01

02139 | 03/02/1980 I Flu 11/15/00

02139 | 07714/1980 Il HIV 03/28/01

02139 | 01/30/1982 F Neurohlastoma 07 05/93

De-identified medical research database

Name Street Address | ZIF | Birth Date | Sex | Date Registered | Party Affiliation
AlyssaP. Hacker | 15 Main 3t. 02139 | 05/2571979 F 06/ 15/97 Democrat
Ben Bitdiddle 62 Broadwa 02139 | 03/0271980 I 03/03/98 Republican
JoeLaw 26 Central Ave. 02139 | 071411980 I 10428780 Democrat
Celine Miles 21 South 3t. 02139 | 01/3071982 F 02/02/00 Republican

Voter registration list




Diagnosis

Diagnosis Date

Birth Daz

Party Affliation

Re-identification

MName

Address

Date Registered
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Name Street Address | ZIP | Buth Date | Sex | Diagnosis Diagnosis Date
AlyssaP. Hacker | 15 Main 3t. 02139 | 0572571979 F AIDG 01721701
Ben Bitdiddle 68 Broadway 02139 | 03/02/1980 it Flu 11/15/00
Toe Law 86 Central Ave. 02139 | 0771471980 M HIV 03728701
Celine Miles 21 South 3t 02139 | 01/30/1982 F HNeuroblastoma | 07/08/99
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Privacy is the claim of individuals,
groups, or institutions to determine

for themselves when, how, and to what
extent information about them is
communicated to others.

Alan Westin, Privacy and Freedom,
1967

Privacy is the claim of individuals,
groups, or institutions to determine
when, how, and to what
extent information about them is
used by others
is ways that affect them.

Information accountability

When information has been used, it

should to possible to determine what

happened, and to pinpoint use that is
inappropriate

How to get over
‘getting over’ privacy
 Step 1 — Drop the fig leaf: admit just

how broken our legal and technical
privacy tools actually are.

* Step 2 — Build Accountable Systems.
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Triple Store

8

Web Server

"ACCouRABIINY

Browser
~data purpose audit

ApRTanes

Transaction
Logger

log + purpose
rostriclons.

Weitzner, Abelson, Berners-Lee, Feigenbaum, Hendler, Sussman
Information Accountability, 2007

Policy Language for Usage
Rules

deontic:actor

ACTOR;

deontic:action ACTION;
deontic:constraint { ACTOR a GovEmployee. ACTION

ACTION data DATA.
DATA CollectedFor PURPOSE.
ACTION is PURPOSE.
action hierarchy is defined)

ACTOR Responsibility RESP,
PURPOSE is RESP
=> { [] a AppropriateUse;

UseOfDataPolicy a deontic:Permission

data DATA. [] a AppropriateUse; actor ACTOR; data DATA }.

(or has PURPOSE depending on how the

actor ACTOR; data DATA }.

Scenario

» In order to prevent an epidemic, CDC contacts everyone whom an

unconscious tuberculosis patient could have been in contact with
— people he works with, his choir, the members of his scout troop,
people he has called, who have called him

+ CDC gets his phone records from Xphone

+ Sometime later Bob Same has phone troubles and calls XPhone
to schedule an appt

» The customer service operator sees that CDC had obtained his
records and infers that he must have some contagious disease

* So she refuses to schedule a repairman
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Policy Description
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Because:

“Service denial
violates anti-
discrimination
law”

(_Ferchiog ) [ ad

Enter the policy file and hit F

Policy:

S| Health information like xphone record 2892 is not useful for Bettyrejectsbobsreq
Sallmitedu/ TAM/ 2007

Fetch Policy. P

Premises:

Optional: Enter the name of t

the output as (must be a URI ja reason xphone record 2892
ave access to).

2 category Health Information

Output
hitp:/lacalhost/myWeb

non compliant with MA_Disability_Discrimination policy
justification premise
description Bobsrequest
was clearly not said using the magic words
customerast
was denied service because of
hone record 2892
justification antecedentexpr sub expr g0
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eceiver ou
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ul
lustification antecedent  sub 1
exp xpr

9
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Bobsrequest instruction bs.
type Re'y

) v
Done zotero

Information accountability as
an alternative to secrecy

Rules and law should govern how
information is used:

"It is illegal to consider health status of
applicant or her family in hiring decisions"




" A possible approach to living in an post-
private world

Transparency: You can tell when data flows
across “sensitive” boundaries

Accountability: Data carries with it some
notion of “appropriate use”

Challenge: How do we build an internet
architecture that supports transparency and
accountability?




