











Nass SJ, Levit LA, Gostin LO. Beyond the HIPAA Privacy Rule: Enhancing Privacy, Improving Health Through Research. The National Academies
Press; 2009.



(A) Names
(B) All geographic subdivisions smaller than a state, including street address, city,

“ . . county, precinct, ZIP code, and their equivalent geocodes, except for the initial
A person Wlth approprlate three digits of the ZIP code if, according to the current publicly available data
. from the Bureau of the Census:
knOWIEdge Of and experlence (1) The geographic unit formed by combining all ZIP codes with the same three
. . . initial digits contains more than 20,000 people; and
with generally daCce ptEd statistical (2) The initial three digits of a ZIP code for all such geographic units containing
. . . . 20,000 or fewer people is changed to 000
and SC|ent|f|C prlnC|p|es and (C) All elements of dates (except year) for dates that are directly related to an
. individual, including birth date, admission date, discharge date, death date, and
mEthOdS for renderlng all ages over 89 and all elements of dates (including year) indicative of such age,
. . . L. except that such ages and elements may be aggregated into a single category of
information not individually age 90 or older _ |
. o .y (D) Telephone numbers (L) Vehicle identifiers and serial numbers,
|dent|f|ab|e P including license plate numbers
(E) Fax numbers (M) Device identifiers and serial numbers
(F) Email addresses (N) Web Universal Resource Locators (URLs)
. . . (G) Social security numbers (O) Internet Protocol (IP) addresses
Th|S methOd IS Se|d0m USEd IN . (P) Biometric identifiers, including finger and
(H) Medical record numbers voice prints
praCt|Ce (I) Health plan beneficiary (Q) Full-face photographs and any comparable
numbers images
(1) Account numbers (R) Any other unique identifying number,

characteristic, or code, except as permitted by
paragraph (c) of this section [Paragraph (c) is
presented below in the section "Re-
identification”]; and

(il) The covered entity does not have actual knowledge that the information could be
used alone or in combination with other information to identify an individual who is a
subject of the information.

(K) Certificate/license numbers



















http://www.humangenomeprivacy.org/
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http://www.humangenomeprivacy.org/2016/

2014

2016

13 countries
10+ states
75+ registrations

Testing for Genetic Diseases on
homomorphically Encrypted Genomes

2015

5 countries
7/ states
50+ registrations

2017

19 countries
65+ Teams .

Homomorphic Encryption for GWAS
(MAF&Chi-Squared)

Homomorphic logistic regression



2015

2016

2017

Homomorphic encryption

Applications

Minor Allele Frequency

Chi-squared statistics

Hamming Distance

Approximate Edit Distance

Genetic testing

Logistic Regression

Winning Team

Stanford/MIT

IBM

Microsoft Research

Microsoft Research

Seoul National
University

Problem setup

610 SNPs and 200
individuals

100K sequences

10K sequences

(1 query (1 variant) /
50 VCF files [100k])

Datasets with 1422
records and 18
features

1.847
(seconds)

472.2
(seconds)

181.92
(Seconds)

59.58
(seconds)

10.360
(minutes)

Peak
memory
cost

13
(MB)

2.168
(GB)
1.295
(GB)

83.6 (MB)

2775.333
(MB)






