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HUMAN GENOME PRIVACY

• Genome data have been widely used in biomedical research
• But genomic data are also highly sensitive
• Diseases association: predisposition to Diabetes, Cancer…
• Re-identification: name…
• Information disclosure of blood relatives
• A great fear of unknown







HIPAA REGULATES MEDICAL DATA SHARING

Nass SJ, Levit LA, Gostin LO. Beyond the HIPAA Privacy Rule: Enhancing Privacy, Improving Health Through Research. The National Academies 
Press; 2009.

HIPAA:
Health 
Insurance 
Portability and 
Accountability 
Act



SAFE HARBORExpert Determination
“A person with appropriate 
knowledge of and experience
with generally accepted statistical 
and scientific principles and 
methods for rendering 
information not individually 
identifiable”

This method is seldom used in 
practice



PROBLEMS WITH THE SAFE HARBOR METHOD



PROBLEMS WITH THE SAFE HARBOR METHOD







A COMMUNITY EFFORT OF GENOMIC 
DATA PRIVACY PROTECTION
2014 – 2017 iDASH genomic data privacy and security 

protection competition http://www.humangenomeprivacy.org



IDASH PRIVACY WORKSHOPS*

An interdisciplinary challenge on genomic privacy research

• Motivated by real world biomedical applications and with 
participation of privacy technology experts, Biomedical 
researchers, ELSI researchers (academia and industry)

• Developed practical yet rigorous solutions for privacy preserving 
genomic data sharing and analysis 

• Demonstrated feasibility of secure genome data analysis and 
dissemination using differential privacy, MPC, HE, SGX

• Reported in the media (e.g., Nature News)

http://www.humangenomeprivacy.org/

* Supported by U54HL108460 initially, and
then by R13HG009072

http://www.nature.com/news/extreme-
cryptography-paves-way-to-personalized-
medicine-1.17174

http://www.humangenomeprivacy.org/2016/


2 countries
9 states
33 registrations

5 countries
7 states
50+ registrations

13 countries
10+ states
75+ registrations

• Privacy-Preserving Search of Similar Cancer 
Patients across Organizations

• Testing for Genetic Diseases on 
homomorphically Encrypted Genomes

• Protecting queries in Beacon service

2014 2015

2016

• Homomorphic Encryption for GWAS
(MAF&Chi-Squared)

• Secure Collaboration on DNA Analysis

• Privacy preserving data sharing
• Secure release of genome analysis results

2017

19 countries
65+ Teams

• Secure Record De-duplication 
• Secure GWAS using SGX
• Homomorphic logistic regression



APPLICATIONS ENABLED BY HOMOMORPHIC ENCRYPTION

Year Homomorphic encryption 
Applications Winning Team Problem setup Run time

Peak 
memory 

cost

2015

Minor Allele Frequency
Stanford/MIT 610 SNPs and 200 

individuals
1.847

(seconds)
13 

(MB)Chi-squared statistics

Hamming Distance IBM 100K sequences 472.2 
(seconds)

2.168 
(GB)

Approximate Edit Distance Microsoft Research 10K sequences 181.92 
(Seconds)

1.295 
(GB)

2016 Genetic testing Microsoft Research (1 query (1 variant) / 
50 VCF files [100k])

59.58 
(seconds) 83.6 (MB)

2017 Logistic Regression Seoul National 
University

Datasets with 1422 
records and 18 

features

10.360
(minutes)

2775.333
(MB)



2018 IDASH COMPETITION

• New challenges will be announced soon in earlier April.
• Http://www.humangenomeprivacy.org


