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Summary

SPF “breaks” mail forwarding.  While SRS is supposed to fix this shortcoming, its implementation actually creates many problems for mail forwarding servers.  

This paper describes a different approach to solving the mail forwarding problem with SPF.  In addition to utilizing SPF DNS entries to identify authorized IP addresses for mail origination when the domain is the sending address, the proposed approach utilizes an SPF DNS entry that identifies authorized mail-forwarding IP addresses that may also be queried when the domain is the recipient address.

Background

The Sender Policy Framework (SPF) is an open standard specifying a technical method that hopes to prevent sender address forgery.  The technology requires two sides to play together: 

(1) Domain owners identify which email servers are legitimate sources of mail for their domains, and publish this information in an SPF record in each domain's DNS zone, and 

(2) Receiving servers can then query DNS to determine if an incoming message comes from an unknown server; if so, the message can be deemed a fake and not delivered.

The original design assumed end-to-end email processing, and did not give adequate consideration to the possibility that mail-forwarding servers would legitimately relay messages from different IP addresses than those registered for a domain.  

SPF has evolved to provide two mechanisms to relieve this shortcoming:

(1) Sender Rewrite Scheme (SRS), a technique where the transport envelope address of the sender is changed during processing to the address of a domain that is hosted at the IP address of the forwarding server, so subsequent SPF query will be successful.

For example, a message from sue@business.com is changed to something like 123D+AB78=(w=business.com=sue@domain-at-forwarding-server.com.  

(2) Ability to whitelist email forwarding servers, in order to exempt messages forwarded from whitelisted IP addresses from SPF validation.

The Problem with SPF for Mail Forwarders

Despite the two remedial measures described above, hosted email security service providers, and email-forwarding service providers in general, may still run into problems with SPF.  Consider the following example:


Some outside correspondent that has published SPF records for its domain sends a message to a recipient who is a subscriber to (a) a hosted email security service, and (b) an ISP with an incomplete implementation of SPF.  Without picking on any one ISP in particular, Godaddy.com is one such host.

When the email forwarding servers at the email security service attempt to deliver the inbound message to Godaddy.com, the SPF query fails because the sender could never have anticipated the IP address associated with the forwarder’s domain.  Of course, the forwarder’s relationship is with the recipient domain owner, so individual senders would know nothing about the forwarder.

Because Godaddy.com does not allow the whitelist relief for email forwarders that is part of the SPF spec, the only recourse is to implement SRS or some other address-rewriting scheme. 

Unfortunately, implementation of SRS breaks many models, as all customer email addresses will be replaced in the transport envelope by an address that is anticipated by neither the sender nor the recipient.  For example, any and all whitelist entries for the forwarder’s subscribers will break, causing an unacceptable interruption to their service.  For most, if not all mail forwarders, SRS is not feasible “in the real world.”  This limits the overall effectiveness of SPF and the achievement of its goals.

Solution: A symmetrical DNS entry for SPF 
One way to address this issue is to augment the existing model in the following way:  Expand SPF so that in addition to identifying the email server IP addresses that are authorized to originate mail for one’s domain (think of these as the “outbound SPF records”), it also permits the identification of a corresponding DNS zone entry to identity authorized email forwarding IP addresses that handle email when one’s domain is the recipient (think of these as the “inbound SPF records”).

For an email host that performs SPF queries on inbound email, the query should also compare the sending server IP address to any inbound SPF addresses registered in DNS by the recipient domain owner.

This symmetrical DNS entry model resolves the problems associated with email forwarding, and offers an effective alternative to whitelisting or SRS.  Advantages of this model include: (a) the engineering is straightforward to expand the SPF query, (b) it ends the collateral “breakage” of many models caused by SRS, (c) it is secure, (d) it should scale, and (e) it would ultimately clear the way for much greater adoption of SPF.

The brief presentation of this paper would include the following:

1. A quick review of the problems that SPF causes for mail forwarders,

2. The deficiencies in the established workarounds, 

3. The unfortunate negative impact that this has on widespread adoption of SPF, and 

4. The details required to implement the proposed “inbound SPF DNS record,” along with the benefits of the approach.
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