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Like email but not

• Latency

– Email filters are allowed to take many seconds in 

the worst case

– Response to comment submission must be fast

• No DNS-specified proxies to trust (e.g. SPF)

• A/B results

– Email spammers can’t effectively tell when they 

evaded filters

– But comment spammers know right away

• Targets’ “inbox” is public

• Allowed HTML very limited



Spam today at 6A

• Targets

– Comments

• Interface under our control

– Trackbacks

• Fixed by protocol spec

– Splogs

• More options for spammer 

• Link networks for reputation



Lots of spam attempts



Lots of dumb spam attempts

06461881.95.146.162 

1723141195.175.37.8 

200660208.53.138.11 

19820089.149.195.161 

018390203.144.160.248 

1783358.65.236.1 

016158195.175.37.6 

013924212.166.64.6 

178811712211.76.175.227 

310888125.64.33.25 

TrackbacksComments  Host  

Tuesday, February 20, 2007



What’s spam?

• Need a human standard

• But user decisions weak



What’s spam?
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Heuristic filters: the granddaddy

SpamAssassin accuracy
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Statistical filters: DSPAM

DSPAM accuracy
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Statistical filters: CRM114

CRM114 accuracy
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