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Reducing spam to 20% of its original value
with an SMTP tar pit simulator
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CAN SPAM
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∎ Intention: Get rid of spam, don't disturb good mails

∎ Current anti spam techniques
∎ SMTP tar pits

∎ Techniques / Efficiency
∎ How spammers react on them

∎ Simulating a SMTP tar pit
∎ Efficiency
∎ Ongoing research

Overview
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∎ Black- and Whitelisting
∎ Content-Filters

∎ Bad-Words
∎ URL-Filters
∎ Bayesian
∎ Collaborative Filters

∎ Greylisting

Current anti spam techniques
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Black- and Whitelisting

It's all about good guys and bad guys

But who knows beforehand?
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Content-Filters

∎ Content-Filters act on
∎ Bad and Good Words
∎ Known spam-vertised URLs

∎ Content-Filters might be updated
∎ Manually
∎ Self-Learning -> Bayesian filters

∎ Collaborative Filters
∎ We know what spam is – but does John Doe know?

∎ Abusive CPU, RAM and HDD usage
∎ Some MTAs even crash under heavy load
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Greylisting

∎ Theory
∎ Temporary error reported by server
∎ Spammers can't handle this condition

∎ Good results at first, but not anymore

∎ Disadvantage:
∎ Greylisting slows communication down
∎ Email is about fast communication
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Spam filters are like pain killers:

they don't remedy the cause

They alleviate the pain

but
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∎ Spam Filtering fails
∎ High rates of false negatives
∎ High rates of false positives
∎ Spammers are always a step ahead

∎ Spam Filtering introduces new problems
∎ Slow down mailservers
=> risk of DoS

∎ Additional Software
=> Increased risk of bugs and security leaks

∎ Legal issues

Why current anti-spam techniques are inefficient



11Tobias Eggendorfer

Some say: Fix SMTP

∎ No sender authentication
∎ Proclaimed Solution

∎ Add authentication
∎ Why it doesn't work out:

∎ Patents and money
∎ Breaks forwarding
∎ Update >> 23.000.000 servers

∎ Same situation as ~ 10 years ago
∎ Open relays were banned
∎ 1% open relays remaining
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SMTP tar pit

∎ Slows down SMTP connection
∎ Goals: Trap bulk mailer

∎ Set up for a (sub-) domain
∎ Dedicated DNS-MX-Entry
∎ All mails are spam
∎ Addresses promoted by HTTP tar pits or other web pages

∎ Implementation
∎ Slow connection
∎ Continuation lines

∎ Incoming mail is trashed
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Stuttering

220 receive.net
EHLO spammer.com
250 HELO spammer.com
MAIL FROM:<user@spammer.com>
250 Ok
...
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Continuation Lines

220 mail.example.com ESMTP Postfix
EHLO spammer.example.org
250-mail.example.com

250-HELO spammer.example.org [192.0.2.13]

250-This server understands these commands.

250-PIPELINING

250-SIZE 10240000

250-VRFY

250-ETRN

250-HELP

250 Use HELP command to get specific help
MAIL FROM:<user@example.org>
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Efficiency

∎ Closing ports
∎ 1 high port required per connection
∎ Multiple messages per connection
∎ => No

∎ Slow down
∎ Bandwith consumption low
∎ Spammer's CPU consumption low
∎ Blocks 1 out of 60.000 connections
∎ => No

∎ Nice to have, but no real effect
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But again: Spammers learnt their share

∎ Bulkmailers are tar pit aware
∎ Short time outs
∎ Instant disconnect

∎ Why not share their learning curve?
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Basic concept

∎ Simulate a tar pit

but

Do not delay legitimate mail

∎ Stutter the first n bytes really slowly
∎ Then open up the connection
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How to?

∎ Install a SMTP Proxy
∎ But:

∎ This might break IP based mail filtering
∎ Ergo:

∎ The sender's IP needs to be kept
∎ Put the proxy on a bridge
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Proxy on a bridge?

∎ Bridge – ISO/OSI-Level 2
∎ Proxy – ISO/OSI-Level 7
∎ Proof of concept with HTTP proxy

∎ Linux Kernel 2.6 with bridging and tproxy-patch
∎ Netfilter / iptables with tproxy-patch
∎ Patched squid

∎ Test setup
∎ Mini-Proxy in C
∎ Spam reduced to 20%
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Questions?
tobias.eggendorfer@unibw.de

http://www.unibw.de/tobias.eggendorfer/

Thank you for your attention!


