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Lessons I Have Learned

● Spammers lie (usually)
● Legitimate email users don't lie (usually)

● Legitimate email comes from where it says it 
comes from (usually)

● Spam comes from everywhere except where it 
says it comes from  (usually)



Relayed Email and Spam

● Email relaying is now discouraged:
“You should configure your mail transport to reject relayed 
messages (when neither the sender nor the recipient are 
within your domain)”    -- RFC 2635

● Most legitimate email is not relayed
● Most spam is relayed through open relays and 

botnets



Detecting Relayed Email

● Headers
– Sender SMTP's IP address

– Header information
● HELO (often forged)
● MAIL FROM / Return-Path (often forged)

● DNS Records
– Forward/Reverse DNS

– MX records



Why Use Headers and DNS?

● Header analysis is fast and inexpensive
● Header analysis remains efficient through all 

spam types (foreign language, image, phishing)
● Some headers (HELO, MAIL FROM) can be 

analyzed before message is transimited
● DNS must be properly set up for email delivery
● DNS can help detect header forgery
● Forged headers lead to spam (usually)



Implementation and Testing

● Reference implementation:
    http://mel.byu.edu/spam/

● Test Corpus:
– 943 spam messages from Dr. Ekstrom's BYU account

– 1,243 legitimate messages from Alberto's BYU account

– 228 spam messages from Alberto's BYU account
(all BYU email was “pre-filtered” by SpamAssassin)

– 258 legitimate messages from Alberto's personal account

– 376 spam messages from Alberto's personal account 
(mostly image spam)



Sender SMTP Identity Verification
(HELO)

● “HELO” is first command sent by Sender SMTP
● Should provide the Sender SMTP's FQDN

(RFC 821 and RFC 2505)
● Often forged by spammers
● Set up correctly by (nearly all) email 

administrators





Sender SMTP Identity
Verification Results

Ham Spam

Number of messages tested: 1,501 1,547

Messages identified correctly: 1,496 (99.7%) 956 (61.8%)

Messages identified incorrectly: 5 (0.33%) 591 (38.2%)



MAIL FROM Verification

● MAIL FROM should identify the email's sender 
with the sender's full email address

● If email is not relayed, the MAIL FROM domain 
should match the HELO domain

● If domains don't match, MX records should 
provide provide the link (e.g., MSN and Hotmail)

● If MX records can't make a connection, other 
DNS records should be able to tie the sender's IP 
address to the MAIL FROM domain





MAIL FROM Verification Results

Ham Spam

Number of messages tested: 1,496 591

Messages identified correctly: 1,488 (99.5%) 463 (78.3%)

Messages identified incorrectly: 8 (0.53%) 128 (21.7%)



Combined Results

Ham Spam

Number of messages tested: 1,501 1,547

Messages identified correctly: 1,488 (99.1%) 1,419 (91.7%)

Messages identified incorrectly: 13 (0.87%) 128 (8.3%)

Ham
(Flagged Incorrectly)

Spam
(Flagged correctly)

Number of messages tested: 1,501 1,547

HELO tests: 5 (0.33%) 956 (61.8%)

MAIL FROM tests: 8 (0.53%) 463 (29.9%)



Computer Processing Time

Measurement Min. Max. Mean Std. Dev.

Parsing & analysis 0.000s 2.720 s. 0.003 s. 0.051 s.

DNS lookups 0.000s 20.180 s. 1.210 s. 2.527 s.

Total analysis time 0.000s 20.185 s. 1.213 s. 2.527 s.

Measurement Total Time Time / message

Elapsed time (real) 36m 40.054s 2.333 sec.

User CPU time (user) 0m 0.784s 831 µsec.

System CPU time (sys) 0m 0.196s 208 µsec.



Spammer Circunvention

● Spammers could forge headers to avoid detection
● “Avoiding detection” would require better header 

forgery (be closer to the truth)
● More truthful headers can lead to better 

blacklisting
● More truthfulh headers may be detrimental to 

spammer's business



Spam Detection Rates
(by date)
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Conclusions

● Header analysis can be used to pre-filter email
● The tests described here can help reduce spam 

significantly
● If implemented at the SMTP level, these tests 

could reduce email bandwidth and storage needs



Questions


