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ABSTRACT

In this paper we discuss why a reputation management (RM)
system for all email servers, consciously managed by those
server’s administrators, is the best way to solve the false positive
problem while improving current spam, phishing and virus
prevention systems.

1. INTRODUCTION

Current and past RM systems have lacked one thing:
Management. The term “Reputation Management” has been used
to refer to reputation based email white/black lists, which only
include the following 3 options:

1) Your servers are on the white list because you were certified.
2) Your servers are on the black list because you send spam.

3) We don’t know anything about you or your servers; you may
be a startup spammer, a zombie, a regular business email sender,
an email advertiser or a personal email sender.

The vast majority of email senders fall in the 3™ category and are
therefore, by definition, almost completely unknown because
current RM systems are not for all email servers and do not allow
their administrators to consciously manage their reputation.

Following we will explore the shortcomings of current systems,
what a true RM system entails and how it benefits, builds upon
and improves current spam, phishing and virus prevention
systems.

2. CURRENT SHORTCOMINGS

There are essentially 3 kinds of systems trying to reduce false
positives while trying to improve spam, phishing and virus
prevention systems: 1) Content based and Bayesian, 2)
Authentication Schemes and 3) White/black Lists. None of these
systems have created a credible dent in the amount of spam
worldwide. As a matter of fact, in the last quarter of 2006 spam
has increased significantly, accounting for approximately 90% of
all email.!

Following is a listing of the differences between these systems and
their corresponding deficiencies.

2.1 Content Based and Bayesian

The major problem with these systems is that they do not address
the spam, phishing and virus issues from a social or economic
perspective and stimulate a fruitless technology race between
spammers and spam, phishing and virus prevention system
developers. In this race, spammers have the upper hand because
spam, phishing and virus prevention system developers have to

react to their changes, instead of taking a proactive approach.
Technology is important, and without advances in technology we
will never be able to control or eliminate spam, but technology
alone will never be able to defeat spam, phishing or viruses.

2.1.1 Content Based:

Content based systems have proven to be effective at preventing
spam as long as the definitions are kept up to date and have been
proven to be absolutely ineffective when it come to the more
sophisticated forms of spam like image based spam.

2.1.2 Bayesian:

Bayesian systems have also proven to be effective at preventing
spam as long as the administrative staff is willing and able to
dedicate resources to the task of teaching the Bayesian filter
which messages to accept, but still proves to be absolutely
ineffective when it comes to the more sophisticated forms of spam
like image based spam.

2.2 Authentication Schemes

An important advance in the fight against spam, phishing and
viruses was the creation of authentication schemes to authorize
delivery of email from a host for a specified domain. However,
these systems alone do not and will not solve the problem.

These authentication systems do precisely what they were
designed to do, ensure that a sender is in fact sending from an
authorized SMTP server for a specified domain name. They only
prevent “From” address spoofing, and they do this well, but they
do nothing else. Following are the two major authentication
schemes proposed and accepted, or gaining acceptance, by the
community:

2.2.1 Sender Policy Framework (SPF):

SPF is a step in the right direction. It’s simple to implement and
works effectively. The problem is that, by itself, it creates a false
sense of security for email end-users because it does not correlate
successful authentication by a sender with that sender’s
reputation.

Proof of the fact that SPF alone does not prevent spam and that it
creates a false sense of security for email end users is provided in
a study by MXLogic that has found that 84 percent of the 9
percent of domains with published SPF records were spam
senders. >

2.2.2 DomainKeys Identified Mail (DKIM):

DKIM is a more sophisticated and effective way to perform email
authentication, but, by itself, it also falls short for the same reason



that SPF does, it does not correlate successful authentication by a
sender with that sender’s reputation and therefore creates a false
sense of security for email end-users. For example, if a phishing
message is delivered to a user from someone@bankname.info,
where “bankname” is the name of a bank the recipient uses, yet
the actual bank the recipient uses does not own this domain name,
the bank actually owns bankname.com, a recipient knowing that
the email sender was authenticated by DKIM, might assume that
this means that the message is from the bank, unaware that this
only means that the sender’s server is authorized to send emails
from the domain in the from address.

Of course, in addition to these shortcomings is the fact that even
when an email authenticates successfully using these schemes,
their successful authentication says nothing about the sender’s
reputation or intent.

2.3 White/Black Lists

Commercial advertiser funded, white lists are an important leap
forward in improving spam, phishing and virus prevention
systems. These systems finally address the false positive problem
and deal with spammers in the most important place, their pocket.
The most important advancement worth noting here is that finally
a sender’s reputation is correlated to the sender’s IP address or
cryptographic key. But these systems still fall short. And they do
so for one reason: They do not provide RM to all email servers,
they only provide their service to paying advertisers.

The most noteworthy problem this system creates is the 2 tier
email system problem, where 1% class email senders are paying
advertisers, and everyone else is a 2™ class email sender.
Obviously, non-profit, individual, corporate, and small business
email senders find this a huge problem because their messages are
subject to more sensitive filters as is the purpose of implementing
a white list.

The public’s discontent with such a system is evident in the
public’s reaction to AOL’s announcement of its adoption of
GoodMail.

Blacklists, on the other hand create several different kinds of
problems. The problems range from the inherent difficulty for
reputable advertisers to get themselves removed to regular
corporate senders landing by mistake on the list noticing only
after months of emails are lost, going through a complete lack of
accountability, reliability and support.

3. REPUTATION MANAGEMENT (RM)
FOR ALL EMAIL SERVERS

A freely available, commercial, email advertiser funded, RM
system for all mail servers in which the server’s reputation is
managed by those server’s administrators resolves all of the issues
mentioned. This is done by providing paying advertisers the
ability to deliver their emails reliably and providing non-profit,
individual, corporate, and small business email senders 1% class
email sending status through an RM system with which they can
manage their reputations at no cost.

The system is composed of the following parts:

3.1 XML Web Service

The most important portion of this RM system is the XML web
service. An XML web service is necessary because DNS is
incapable of complex, 2-way communication and an XML web
service has become a standard, it is accessible through most
firewalls and by most platforms.

This XML web service will answer to the queries by email
solution providers and ISPs querying about a sender’s IP
addresses’ reputations. When it gets a query, it will answer with a
score describing the reputation held by the queried IP address.

From there, the software will decide what to do with the messages
that are not from a certified sender.

This XML web service is made accessible to all spam, phishing
and virus prevention system developers free of charge and the RM
system administrator may even split a portion of the advertiser
revenue with the developers.

3.2 Web Management Interface

This interface provides mail server administrators the ability to
claim, and verify, ownership of, and responsibility for, their IP
addresses. This will allow them to associate their reputations with
their servers and therefore truly manage their reputations.

In this interface they may provide and confirm their email address,
telephone number and postal address in order to begin
establishing their reputation.

This management interface, with its email, telephone and postal
address confirmation is provided free of charge to all mail server
administrators.

3.3 Process
The process is based on a scoring system. The score is determined
on several factors, including the information the owner of an IP
address provides and the information the RM system
administrator receives from other users like complaints, traffic and
content patterns.

Following is a table describing the scoring system and what it
means:

Score IP &Address from... Score
0 Server zeding Email with irus (Date) n]
1 Dpen Relay Server 1

Mon-Advertising Server
Unregistered
Oyt ship Confirmed (Date)
Telephone Confirmed (Cate)
Postal &Address Confirmed (Date)
Certified Certified 7
0 ="Worst Possible Score
& = Best Possible Score
Date = Date When Event Occurred (The Older the "Date”, the Better the Score)

Aclverising Server

Mat Certified 2

o ||| = |

Email advertising servers, as they are identified by traffic and
content patters, get a reputation score of 2, until their
administrator registers, claims ownership of, and responsibility
for, their server’s IP addresses and requests and passes an email
advertiser assessment which deems the organization as a
responsible, legitimate email advertising organization. Once this
is done, the server will have reputation score of 7.



All other email servers will have a reputation score of 3 until their
administrator registers and claims ownership of the server’s IP
addresses. When this is done, the server will gain a reputation
score of 4, because we will have an ownership claim, a verified
email address and an ISP’s verification that the owner of the IP
address is the person listed in the account.

From there, assuming the email server administrators desires to
have the best possible reputation, they provide and confirm as
much of their, or their organization’s, contact information as
possible. This will include telephone number, and postal address.
Once these are confirmed, this user’s servers will have as good a
reputation as possible, without certification, until and/or unless
the system gets a complaint or detects marketing emails from the
server. At which point the owner is notified and the process
begins once more as outlined above.

Certification and email, telephone and/or postal address
verification occurs annually or causes them to loose their last
occurrence date and therefore lowers their date score within their
score.

Another way a server may deteriorate its reputation, is if the
system detects the server to be sending viruses or to be an open
relay, at which point, the owner is notified and the server
quarantined, if the problem is a virus, until a predetermined
amount of time has passed from the last email containing a virus
is reported, if the problem is open relay, until the open relay is
found to be closed, at which point the server’s reputation is
restored.

3.4 Results
3.4.1 Email End-Users:

The most important benefit email end-users get from the global
adoption of a true RM system is that the false positive rate of the
spam, phishing and virus prevention systems they use is reduced
significantly. But, of course, there are other benefits. Since there
is an interest on the part of the RM system administrator to have
spam, phishing and virus prevention system developers subscribe
to their RM system, some RM system administrators may even
decide to split the advertiser revenue with the spam, phishing and
virus prevention system developers, therefore reducing, or in
some cases eliminating, the cost associated with the production
and distribution of such spam, phishing and virus prevention
systems, which would ultimately reduce the price of said systems
for end-users. Another two benefits to email end-users are that
they will not need to change how they send email in any way and
that they are able to more reliably deliver their messages.

3.4.2 Senders:

Non-profit, individual, corporate, and small business email
senders benefit from the ability to attain first class sender status
without incurring any costs. This benefit definitely solves the
issue presented recently by MoveOn.Org, Electronic Frontier
Foundation (EFF), RightMarch and other political action groups
in their letter addressed to AOL.?

3.4.3 Email Advertisers:

Benefits to legitimate, reputable advertisers are twofold. They
benefit from better deliverability due to the listing and better

response due to the ability to create a more effective email
marketing and trustworthy message without regard to how spam,
phishing and virus prevention systems may misinterpret their
message. This, of course, improves their return on investment per
email advertising campaign, making email, as it once was and
currently is not, thanks to spam, the greatest mass communication
medium ever invented.

3.4.7 Spam, Phishing and Virus Prevention System
Developers Subscribed to RM Systems:

The first and foremost advantage to spam, phishing and virus
prevention system developers is that they are able to significantly
reduce the false positive rate of their systems. In addition, and
since there is an interest on the part of the RM system
administrator to have spam, phishing and virus prevention system
developers subscribe to their RM system, some RM system
administrators may even decide to split a portion of the advertiser
revenue with the spam, phishing and virus prevention system
developers, therefore reducing, or in some cases eliminating, the
cost associated with the production and distribution of such spam,
phishing and virus prevention systems. With this, they may either
reduce the price of their product and increase market share or
simply increase their bottom line. This is especially significant
because according to Postini, small businesses and developing
countries receive more than 10 times as much spam as other
businesses and businesses located in developed countries because
they cannot afford spam, phishing and virus prevention systems®.
By reducing their prices these developers may reach a larger price
sensitive, underserved market that currently gives spammers the
miniscule response needed to render their campaigns profitable.

3.4.4 Email Server Administrators:

The process is simple and only mail server administrators would
have to be involved in the process while email end-users would
continue to use email as they have been all along. In addition to
this obvious benefit, email server administrators are currently
spending much of their resources ensuring that their emails are
not being sent to junk mail folders or being blacklisted. The
capabilities of a true RM system allows email server
administrators to minimize this risk in a manageable, conscious
and cost effective way, quite in contrast from current white/black
lists.

3.4.5 Problem for Spammers and Zombies:

Spammers, phishers, and virus senders’ greatest asset is their
anonymity, which is easily kept online. With the global adoption
of a true RM system, in order to achieve any kind of reputation,
spammers, phishers and virus senders will need to dispose of this
anonymity. Since spammers, phishers and virus senders wouldn’t
want to do this, they would not register and/or claim ownership of
their IP addresses. However, if spammers, phishers and virus
senders register, since all contact information requires
verification, they will have left a paper trail that would expose
them to prosecution. In addition, since zombie masters (Spam
sending Virus Writers) do not own the zombies’ IP addresses,
they will be unable to claim ownership and responsibility for the
IP addresses because ISPs will not grant it to them and will
therefore be unable to register those IP addresses they have
illicitly become masters of.



3.4.6 Global Scale:

Because this system works internationally, spammers, regardless
of their, their servers’ or their business’ locations, are subject to
this system and are unable to avoid it. While email server
administrators, regardless of their, their servers’ or their business’
locations, can use spam, phishing and virus prevention systems
that subscribe to the RM systems and can manage their
reputations online from the RM web interface.

4. CONCLUSION

A true RM system that allows all email servers and their
administrators to consciously and freely manage their reputations

solves the spam, phishing and virus problem by reducing false
positives for spam, phishing and virus prevention systems, which
allows them to more accurately and effectively discriminate
between email senders.
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