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Abstract:

Many spam filtering techniques in the last few years have focused on statistical analysis.
Although these models have become extremely efficient, they can be very expensive to train and
deploy in large organizations. This paper discusses simple yet effective header verification
techniques that can identify over 90% of current spam with less than 1% false positives,
requiring only about 1 ms. of processor time per message. If implemented at the SMTP level,

these tests can reduce bandwidth usage, storage requirements, and relieve overloaded statistical
filters.



Introduction

Spam has become a global problem. Latest studies estimate as much as 9 out of 10 emails are
spam (Routers, 2006, 9 2). Although modern statistical filtering techniques are learning to
identify current spam, they unfortunately require an increasing amount of computing power to
keep up with today's heavy loads.

Although some may consider it antiquated, header analysis can still provide high levels of
accuracy in detecting spam. Additionally, header analysis is relatively inexpensive and easy to
implement. Additionally it can preserve its efficiency across image spam, phishing or worm
attacks. Since headers can easily be forged to avoid detection, filter circumvention will also be
briefly discussed.

Background

During the last year the primary author started receiving image spam promoting stocks and
drugs. In trying to find a technique to filter it, Alberto found several simple and effective header
tests to filter it. Early success led to a collaboration with Professor Ekstrom and the beginning of
a longer term research project.

J.J. Ekstrom is an associate professor of Information Technology at Brigham Young University
and has had a long term interest in email management. Over the last several years long-term
possession of a single email address has become a guarantee of increasing spam. The continued
viability of email as a productivity tool is being threatened by this continually increasing barrage
of unwanted email. The authors have been collaborating on this research since mid 2006.

Although many current header tests appear to be arbitrary or less thought out, the authors have
tried to ensure these techniques can be applied consistently to all email across multiple domains
and yield similar results. Additionally, these techniques have been designed to enforce
established RFC's.

Test Email Corpus

To test the efficiency of the proposed methods, the authors have created a small email corpus
consisting of both legitimate email and spam from several sources. The sources are:



Legitimate @ Spam

. mmen
emails messages Co ents

Source
Spam received by Dr. Ekstrom from Oct. 1, 2006
0 943 through Nov. 8, 2006. Much of this spam had
already been filtered by SpamAssassin.

Dr. Ekstrom's spam
collection

All email received by Alberto Trevifio from Nov. 1,
Author's work email 1,243 228 2006 through Jan. 29, 2006. All of this email was
filtered by the campus SpamAssassin filter.

All email received by Alberto Trevifio from Nov. 1,
2006 through Jan. 29, 2006 in one of his private
accounts. This email was not filtered before it was
analyzed. Most spam is image-based.

Author's private email 258 376

Totals: 1,501 1,547

Inability to use TREC SA Corpus

The TREC SA Corpus was not used for testing. The techniques described in this paper make use
of DNS lookups from the initial SMTP information exchange. In order to do these checks after
the SMTP transmission two things are required:

1. The “Return-Path” header (the address given in the “MAIL FROM” SMTP command).
2. The name of of the border SMTP servers for the domain in order to fully identify the
HELO SMTP command and the source IP of the sender SMTP server.

Unfortunately, the TREC SA Corpus does not contain the Return-Path header. It is also hard to
determine where the email was first received. Lastly, due to the age of the messages in the
TREC SA Corpus, domain name changes could introduce errors to the detection mechanisms.

Reference Implementation

The authors have created a reference implementation to perform tests on the email corpus. The
reference implementation can be downloaded at http://mel.byu.edu/spam/. Although the
reference implementation was based on an earlier variation of these tests, they should still yield
the same results with (hopefully) a slight improvement on performance.

Sender SMTP Identity (HELO) Verification

RFC 821 specifies the HELO command is used to “identify the sender-SMTP” and that the
argument field in the HELO command should contain “the host name of the sender-SMTP”
(Postel, 1982, p. 19). RFC 2505 clarifies that 'the term “host name” or “domain name” . . .

should be interpreted as a Fully Qualified Domain Name, FQDN' (Lindberg, 1999, p. 4).

Sender SMTP Identity Verification makes sure the sender SMTP provided a fully qualified
domain name (FQDN) during the HELO command and that its identity can be verified through
DNS. The reasoning is that a real email administrator will make sure everything is setup
correctly to ensure proper email delivery while a spammer will put very little thought into SMTP
server identification and configuration.


http://mel.byu.edu/spam/

Performing the Verification
Sender SMTP Identity Verification is performed as follows (see Fig.1):

1. Get the “HELO” identity and the source IP address of the sender SMTP server from the
SMTP transmission or from the “Received” header of the border SMTP server.

2. Check if the HELO identity is a fully-qualified domain name. If it is, continue to step 3.
If it is not, exit with FAILURE.

3. Perform a forward DNS lookup on the HELO identity, resolving any PTR records to IP
addresses as necessary.

4. If any of the IP addresses in the DNS lookup are in the same set of /16 addresses of the
sender SMTP server's IP address, exit with SUCCESS. Otherwise, continue to step 5.

5. Perform a reverse DNS lookup on the IP address of the sender SMTP server. If the
domain names from the lookup match the domain of the HELO identity, exit with
SUCCESS. Otherwise, exit with FAILURE.
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Fig. 1: HELO Verification Flow Diagram

Results

Number of messages tested: 1,501 1,547
Messages identified correctly:| 1,496 (99.7%) 956 (61.8%)
Messages identified incorrectly: 5(0.33%) 591 (38.2%)




Observations

The data suggests this simple verification is extremely effective in identifying spam. It has an
extremely low false positive rate and it was able to identify over 60% of spam.

If this verification were implemented at the SMTP level, it would be possible to filter over half
of current spam during the first command sent by the sender SMTP. This technique can reduce
the transmission and storage needs for mail servers and reduce the strain on other anti-spam
filters. For example, the SMTP transmission could be reduced to this:

<sender opens connection>

R: 220 smtp.domain.com

S: HELO gdowkd4somedomain.net
<test performed here>

R: 501 “gdowkd4.somedomain.net” not found in DNS; goodbye
<receiver closes connection>

Even though spammers could easily circumvent this verification, it could still eliminate a
quantifiable amount of spam. For example, if a domain were to receive 20,000 legitimate
emails, 80,000 spams per day, and this verification could eliminate 25% of the spam, the load on
the mail servers and spam filters would be reduced by 20%.

Identifying Relayed Email Via the “MAIL FROM” Command

RFC 2635 recommends: “You should configure your mail transport to reject relayed messages
(when neither the sender nor the recipient are within your domain)” (Hambridge, 1999, p. 10).
This test will implement this principle to the email being received by verifying that the domain in
the SMTP “MAIL FROM” command email address matches the domain in the HELO command.
If they don't match, DNS records (in particular MX records) should be able to link the two
domains together. If DNS cannot provide a link between the two domains, the email tested was
may have been relayed and has a high probability of being spam. One exception to this rule (as
specified by email standards), is to allow messages with empty MAIL FROM addresses (e.g., <>
or bounced messages).

For example, Hotmail's email servers handle email for both the hotmail.com and msn.com
domains. When receiving a legitimate email from a Hotmail user, Hotmail's Sender SMTP
server will provide a hotmail.com FQDN during HELO and a hotmail.com address in the MAIL
FROM command. However, when receiving a legitimate email from an MSN account, the
Sender SMTP server will still provide a hotmail.com FQDN during HELO but the MAIL FROM
address will belong to msn.com. With an MX DNS lookup, it is possible to link the hotmail.com
and msn.com domains because msn.com MX records point to a series of hotmail.com servers.
However, if the MAIL FROM identifies the email as coming from msn.com or hotmail.com but
the verified HELO FQDN is not part of the hotmail.com domain or network, the email's headers
have probably been forged or the email has been relayed (both signs of spam).

This method shares the principle used in Sender ID and Reverse MX of trying to identify the
outgoing mail servers for a domain. This method, although not as efficient, can still help identify
spam that does not originate from servers in a domain.



Performing the Relay Check

Checking for possible email relaying is performed as follows (see Fig. 2):

1.

(O8]

Get the MAIL FROM address from the “MAIL FROM” SMTP command or from the
“Return-Path” header in the message.

If MAIL FROM is empty (<>) from a bounced message, exit with SUCCESS.

Extract the domain part of the MAIL FROM email address (the part after the @).
Compare the domain in the email address to the domain in the HELO identity. (For
example, mx4.hotmail.com would match some-user@hotmail.com). If the domains
match, exit with SUCCESS. Otherwise, continue to step 5.

Perform a MX DNS lookup. If any of the domains in the MX records match the domain
of the MAIL-FROM address, exit with SUCCESS. Otherwise, continue to step 6.

For each MX record, perform a forward DNS lookup resolving PTR records to IP
addresses as necessary. If any of the IP addresses of the MX servers are in the same set
of /16 addresses as the sender SMTP server, exit with SUCCESS. Otherwise, continue to
step 7.

Perform a forward DNS lookup on the domain of the MAIL FROM address. If any of the
IP addresses for the domain are in the same set of /16 addresses as the sender SMTP
server, exit with SUCCESS. Otherwise, exit with FAILURE.
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Fig. 2: Relay Identification Flow Diagram
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Results

Note: This particular test can only be performed if the HELO identity contains a valid FQDN. In
the reference implementation, any failures in the HELO tests prevented any MAIL FROM tests
from being performed. For that reason, the number of emails tested corresponds to the number
of emails that were not flagged by the HELO tests.

Number of messages tested: 1,496 591
Messages identified correctly:| 1,488 (99.5%) 463 (78.3%)
Messages identified incorrectly: 8 (0.53%) 128 (21.7%)

False Positives

In order to know why legitimate email is being flagged by these tests, a proper understanding of
what is being tested is imperative. These tests can be summarized as follows: “If legitimate
email cannot (or should not) be relayed through a 3™ party server, why should email which
comes from a 3" party server be accepted?”” Although this approach makes perfect sense in
theory, it is not so perfect in real life. Some of the messages in the email corpus were flagged as
spam because they were relayed or contained forged headers. These false positives fell into the
following categories:

1. Email sent through the ISP for email accounts outside the ISP domain. For example,
user@isp.net connects to the email server for isp.net but sent an email from user@other-
domain.com. This scenario is common when the ISP blocks outgoing connections to
other SMTP servers.

2. Big Company contracts services from Third-Party Company. As part of the service,
Third-Party company sends emails to Big Company's clients (or employees) but instead
of labeling the messages as coming from Third-Party Company, the header information is
forged to make it look as if the email originated from Big Company. However, Big
Company's DNS records don't point to any Third-Party Company servers.

3. A website offers the ability to email a link to a page (or article) to a friend. The website
collects information about the sender and the recipient and forges the headers to make it
look as if the sender sent the message directly to the recipient. Unfortunately, the email
is sent from the website's email servers (not the sender's email servers) and is therefore
relayed.

The first type of relayed message could be avoided if ISP's and companies set up authenticated
and secure SMTP servers on a port other than port 25. Even if ISP's or companies decide to
block all outgoing connections to port 25 (which is a great idea), users can still connect to other
domains to send email through authenticated and secured ports.

The second type of relayed email can be handled in a couple of different ways. The first is to be
honest about who is sending the email (some third party) and use “In behalf of” on the “From”
header (to help users know where the email really came from) and the “Reply-To” header to
redirect replies back to the appropriate email box. Another option is to create a sub-domain for
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such messages (such as newsletter@support.big-company.com) and point MX records for this
new sub-domain to the third party company handling the email.

The third type is very popular and could use “In behalf of” in the From header as well.

Observations

The above data suggests this test can also be highly effective. Unfortunately, this test introduces
slightly more false positives. Since this test is incapable of learning on its own, large amounts of
email could be rejected indefinitely if rules are not written to handle exceptions. Given the
unfortunate high number of legitimate email sent with forged headers, this test might be
considered by some as too disruptive to everyday operations. With proper exception lists this
technique can still achieve very high detection rates. Additionally, if implemented at the SMTP
level, a legitimate sender SMTP server would generate a bounced message for the sender if the
email was blocked by the receiving SMTP server. Thus, the sender would be notified about the
blocked message instead of simply placing the message in the spam filter black hole.

In theory, it seems the Internet has a double standard. Standards say email should not be relayed
but email users continue to send forged or relayed emails to provide a better “user experience.”
Email relaying and header forging in “legitimate” email needs to stop if we are to defeat the
spam problem.

Overall Results

The reference program implemented all the above verifications and tests. Seen as a whole, the
reference filter program was able to produce the following results.

Accuracy

The combination of thee above techniques achieved the following spam/ham detection accuracy:

Number of messages tested: 1,501 1,547
Messages identified correctly:| 1,488 (99.1%) | 1,419 (91.7%)
Messages identified incorrectly: 13 (0.87%) 128 (8.3%)

Broken down by test, we get the following results:

Ham Spam
(Flagged Incorrectly) (Flagged correctly)
Number of messages tested: 1,501 1,547
HELO tests: 5(0.33%) 956 (61.8%)
MAIL FROM tests:| 8 (0.53%) 463 (29.9%)
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Even at less than 1%, the number of false positives may still be higher than people want. By
creating exception lists, false positives could be virtually eliminated and provide better accuracy.

Processing Time

Most of the processing time for these rules is spent waiting for responses to DNS queries. Here
are some statistics about processing time (analysis done on a combination of a 2 GHz and a 400
MHz uniprocessor systems):

Measurement Min. Max. Mean Std. Dev.
Parsing & analysis 0.000s 2.720 s. 0.003 s. 0.051 s.
DNS lookups 0.000s 20.180 s. 1.210 s. 2.527 s.
Total analysis time 0.000s 20.185s. 1.213s. 2.527s.

On average, it takes less than two seconds to analyze an email. Most emails could easily be
analyzed in less than 10 seconds and in rare cases, it could take up to 20 seconds. However,
most of this time is caused by DNS latency. A single system could potentially scale to run a
large number of concurrent tests.

Processor Time

The reference program was capable of analyzing incoming email as well as batches of already-
received emails. Dr. Ekstrom's spam collection (with 943 spam messages) was analyzed as a
batch. The Unix “time” command was used to measure the system utilization for the batch
analysis. (The was done on a 2 GHz machine over a cable connection.)

Measurement Total Time Time / message
Elapsed time (real) 36m 40.054s 2.333 sec.
User CPU time (user) Om 0.784s 831 usec.
System CPU time (sys) Om 0.196s 208 usec.

On average it takes a little over 1 millisecond of processing time to analyze the headers on a
relatively fast machine.

Susceptibility to Circumvention by Spammers

Since headers can easily be forged in any email, spammers could quickly modify their mail
programs to circumvent these tests. However, after 10 years of massive spam campaigns,
spammers are still forging headers. This makes the authors wonder why the Internet as a whole
has been so slow to condemn forged headers. The authors believes spammers continue to forge
headers 1) because they work, and 2) because telling the truth may be detrimental to their
business. Why would it be detrimental? It seems most email is currently delivered through bot
nets. If spammers were to tell the truth as to where the emails were really coming from, it would



create a good “paper trail” pointing back to the compromised machines. This information could
help network administrators find compromised machines to blacklist them or repair them.

In trying to deal with the pesky image spam on his personal account, the primary author found an
interesting trend. At first, as much as 50% of spam was not detected through the methods
discussed in this paper. However, the number of false negatives started to decrease over time to
the point where these tests reached 100% accuracy in only three weeks (see Fig. 3).

Image Spam Detections Per Day
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Fig. 3: Image spam detection rates from Nov. I - Dec. 13

This begs the question: if spammers began forging more credible headers, why did they stop?
(The authors will not attempt to answer these questions in this paper.)

Other Less Efficient Tests

There were two other tests conceived by the authors. One was tested in the reference
implementation, one was not. These tests provided some marginal improvements to the above
results. Although their efficiency is questionable, they are nonetheless mentioned as a reference.

Verifying “From”, “To” and “CC” Headers

This test was part of the original reference implementation and was performed after the MAIL
FROM test. This test verifies that the domain in the MAIL FROM email address (or in the
Return-Path) would appear in the From, To or CC headers (see the reference implementation for
full details). Unfortunately, this test was only marginally effective in identifying spam and it
introduced a large amount of false positives, as follows:



Number of messages tested: 1488 128
Messages identified correctly:| 1,470 (98.8%) 20 (15.6%)
Messages identified incorrectly: 18 (1.2%) 108 (84.8%)

Email Timestamp Verification

Another test conceived after the reference implementation was deployed was verifying the
timestamps on the message. Some of the spam in the corpus had dates that were either too far
back in the past the future from when they were delivered. A possible rule could say that
messages claiming to have been authored more than 60 or 90 days ago or more than 48 hours
into the future could also be flagged as spam. This test, however, has nothing to do with relay
detection. Additionally quick look through the remaining 108 spam messages didn't seem to find
any extreme date differentials that could have increased spam detection rates.

Implementation

Implementing these tests should be fairly trivial for those intimately familiar with email systems.
It's best implementation would be at the SMTP level for three reasons:

® [t can quickly eliminate email during the first few command exchanges of the SMTP
transmission.

® [t can reduce bandwidth and storage needs quickly and with very little disruption to
legitimate email.

® In case of disruption to legitimate email, a proper sender SMTP server should generate
and send a bounce message to the original sender when the receiver SMTP server rejects
the message.

Since not everyone is capable of rewriting an SMTP server, this analysis could also be done after
the SMTP transmission as a first stage filter, preferably before statistical filters are used. This
would help reduce the load on the statistical filters and feed them with “better” spam to fine-tune
their models.

These tests could also be implemented in Heuristic Filters (such as SpamAssassin). In cases
where similar tests are already performed, a score increase for such tests should definitely be in
order.

As a last resort these tests could be implemented at the MUA. The primary author used the
reference program in KMail to analyze email at his work account where he was able to reduce
spam by over 90%.

In any case, these tests should not replace statistical models or other filters already in use.
These tests should serve as a compliment to other spam filtering techniques.



Conclusion

Header analysis still has life. The tests outlined here are capable of detecting over 90% of
current spam with less than 1% false positives. Additionally, these tests require very little
training and very little processing power. Furthermore, since the tests work only on the headers,
messages that can trick statistical filters (such as phishing scams or image spam) are still easily

detected and eliminated.
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