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ABSTRACT

With phishing attacks on the rise, it is important that non-technical users be protected, or at least alerted when they visit a phishing web site.  Recently, web browsers started incorporating anti-phishing technology to detect if the page being viewed is a phishing page.  I tested IE 7.0, Netcraft’s Toolbar, Earthlink’s Toolbar, Geotrust Trustwatch, SpoofGuard, eBay’s Toolbar, and Firefox 2 to identify their phishing detection mechanisms and techniques and evaluate their ability of detecting phishing sites.

Other papers in the area of research have tested these technologies against brand new phishing sites.  I have tested these technologies in this and different ways, including creating phishing sites to fool the technologies to think the site is not a phishing site.  I found that IE7 and Earthlink’s technologies had the best approach at detecting phishing sites, but I could bypass most technologies in several different ways.

INTRODUCTION

Phishing is a relatively new type of attack that attempts to tricks users into giving the attacker sensitive information by presenting a web page that appears to be from a legitimate source, but is not.  Attackers are usually looking to obtain personal, financial or password data.

Phishing attacks are becoming more and more popular.  Figure 1 shows the increasing number of unique phishing sites per month.  The Anti-Phishing Working Group, a group dedicated to tracking phishing activity has found that the roughly 80% of phishing sites attack approximately 10 brands.
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Figure 1 - Graph showing increase of phishing sites per month

History of Anti-Phishing Technology

To fight back, many individuals, organizations and companies have developed phishing detection tools.  Some of these tools focus on alerting the user when they get an email with a link to a phishing site.  However since there are other ways such as links from blogs, social networking sites, or Instant Messages to point users to phishing sites.
  Most tools focus on alerting users in the web browser when they visit a phishing site, which protects users regardless of how they got to the phishing site.

Web Browser Popularity


	Source
	IE 6
	IE 7
	Firefox 1.x
	Firefox 2.x
	Safari

	OneStat

	56.5%
	27.5%
	1%
	11.5%
	2%

	Market Share

	44.5%
	33.5%
	1%
	13%
	3.5%

	The Counter.com

	51%
	20%
	13%
	3%

	
	
	
	
	
	

	Averages
	50%
	27%
	1%
	12%
	3%


According to several web analytics sources, approximately 50% of Internet users are using Internet Explorer 6.0 as their web browser as of July 2007.  This browser does not have any anti-phishing technology built-in.  27% are using Internet Explorer 7.0, and 12% are using Mozilla Firefox 2.0, both offer anti-phishing technology.  In summary, more than half of all browsers people are using do not have any anti-phishing technology built in. 
 
 
  Of the browsers and toolbars that have anti-phishing technology built in, they are not always accurate and sometimes do not alert users they are at a phishing site when they really are.  Studies have shown that the best anti-phishing technologies are up to 90% accurate, while other anti-phishing technologies are less accurate, some near 50% accuracy and some near 0% accurate.
 

URL Blacklists

Most anti-phishing technologies check the URL against a list of known phishing sites known as a blacklist.  There are several large phishing blacklists on the Internet and many anti-phishing technologies check each URL users visit against the list to see if the site they are visiting is a phishing site.  One problem is that these databases must be kept up to date which is not an easy task with 27,221 new phishing sites in January 2007.
  Members of the sites community keep these blacklists up to date, which means that a new phishing site have a period of time that it is not in the blacklist.  Before a site is published in the blacklist, a trusted member of the community must verify the site is a phishing site.  If this check was not in place, unscrupulous people could report legitimate web sites as phishing sites and then users would get false warnings in their browsers when visiting legitimate sites.

In August 2007, the median time for PhishTank.com members to verify a site as a phishing site was 16 hours and 17 minutes.
  This is a fairly large window of opportunity for phishers to exploit by phishing without warnings in many browsers.  Even if the communities got more efficient verifying their blacklists, there would always be a window of opportunity between the time that a phisher put a phishing site up and the time that it got listed in the blacklist.

Phishers can use to make it difficult for URL blacklists to keep up with the phishers by using tricks that point many different URLs to the same phishing site.  For example, most web servers will serve the same page for www.site.com/page.html and site.com/page.html.  If the phishers publicizes both URLs, it appears that URL blacklist must list them both.  I found several phishing sites that were blacklisted with the www subdomain but were not blacklisted if I manually removed the www subdomain.  Phishers can also set up multiple subdomains to change the URL, for example paypal.site.com, pay-pal.site.com, and pay.pal.site.com could be set up to point to the same site.  A phisher could set up a custom 404 error document
 that points to a phishing page.  In this case, www.site.com/aaa, www.site.com/aab, www.site.com/aac and so on would all bring up the phishing page.  It is also possible to use the Apache RewriteEngine to perform a similar task with a rule like the following.

RewriteEngine on

RewriteRule ^[A-Za-z0-9]*$ phishing_page.html

Then all the phisher needs to do is send out a unique randomly generated URL in each phishing email they send out.  Please note that I did not examine in detail how URL blacklists work.  It may be possible to blacklist an entire domain, which would render this attack useless.  However by viewing Google’s blacklist at http://sb.google.com/safebrowsing/update?version=goog-black-url:1:1 there are similar entries that lead me to believe wildcards are not being used:

http://home.doramail.com/w37eudhs/

http://home.doramail.com/w47yegds/

http://home.doramail.com/w823ehds

http://home.doramail.com/w823ehds/

http://189.140.107.157/

http://189.140.107.157/bankmain.htm/

http://189.140.107.157/boveda/

http://189.140.107.157/serban/

I found similar results at http://www.phishtank.com/phish_archive.php.

Test Environment

I created several virtual machines and installed Microsoft Windows XP Professional (32 bit edition).  I installed the following anti-phishing technologies one per virtual machine.  IE 7.0 anti-phishing filter turned on, Netcraft’s Anti-Phishing Toolbar installed on IE 7.0, Earthlink Toolbar installed on IE 7.0, Geotrust Trustwatch Version 3 on IE 7.0, SpoofGuard installed on IE 7.0, eBay Toolbar installed on IE 7.0 and Firefox 2.0.0.8.  I also installed Linux with the Apache 2 web server and PHP 4 to host the phishing pages I created.

Avoiding Trouble

When web browsers make requests to web servers, they usually tell the web server which web page the browser was at, known as the referring URL.  I installed a proxy to remove the referring URL from each web request to avoid my testing URLs from being found out.

I found a domain name that was not registered and was very unlikely to be registered because of the length of the name and the random characters in it.  I created an entry in the hosts file of the proxy machine to point to the IP address of the Linux web server.  (The hosts file bypasses normal DNS lookups.)  By doing this, I could use the non-existent domain name to test with.  The IP address of my web server is a local, non-routable
 address.  If any browser or toolbar reported the URLs I create to test with, it would be a nonexistent domain name and would most likely be ignored.  If the IP address was reported, that too would be ignored because it is a local, non-routable IP address.

Tests Performed

I monitored http://www.phishtank.com/ to get listings of newly listed phishing sites.  I visited these sites in each browser and noted the response from the anti-phishing filter.  I then viewed the source and saved it to my local web server.  After navigating to my local web server I was able to determine if the anti-phishing technology was using a URL blacklist.  If the anti-phishing technology still reporting a phishing site or possible phishing site when visiting the site on my local web server, I knew the anti-phishing filter was not solely relying on the blacklist.  If the anti-phishing filter did not reporting or suspect a phishing site when visiting the site on my local web server, I knew the anti-phishing filter was relying on a URL blacklist because the web page stayed the same and the only change is the URL.

I also created phishing sites of my own.  For each web site I tested, I navigated to the login page using IE 7.0 and viewed the source, then made modifications to the page so that when the user clicks the submit button, the results would come to my web server instead of the web server I was trying to mimic.  I also downloaded a copy of the login page using wget with the -p and --convert-links options to source the images and links back to the original site, which viewing the source in IE7 does not.  Then I viewed the modified web page in each virtual machine using the different anti-phishing technologies and noted how they responded.  I focused on learning the criteria of each anti-phishing technology so I could create phishing sites that were undetectable by these technologies.  I noted each attempt and the response from each test.

I tested the against the top 10 sites that get attacked according to PhishTank in January 2007
:

	1
	PayPal
	https://www.paypal.com/

	2
	Barclays Bank PLC
	https://ibank.barclays.co.uk/olb/a/LoginMember.do

	3
	eBay, Inc.
	https://signin.ebay.com/ws/eBayISAPI.dll?SignIn&ru=
http%3A//www.ebay.com/&_trksid=m37

	4
	Fifth Third Bank
	https://www.53.com/wps/portal/personal

	5
	Bank of America Corporation
	https://www.bankofamerica.com/index.jsp

	6
	JPMorgan Chase and Co.
	http://www.chase.com/

	7
	Volksbanken Raiffeisenbanken
	https://internetbanking.gad.de/banking/portal?bankid=2808

	8
	Wells Fargo
	https://www.wellsfargo.com/

	9
	HSBC Group
	https://www.us.hsbc.com/1/2/3/personal/online-
services/personal-internet-banking/log-on

	10
	Citibank
	https://web.da-us.citibank.com/cgi-bin/citifi/portal/l/l.do


Attacks Against Anti-Phishing Filters

I tried the following methods to avoid detection of anti-phishing technologies.

The Page Load Attack

Some anti-phishing technologies wait until the page has finished loading before evaluating the page to see if it is a suspected phishing page.  The page load attack can easily be created with the following lines of PHP code appended to the bottom of the web page.

<?php
while(1){

        echo " ";

        flush();

        sleep(1);

}

?>

The page appears to be fully rendered in the browser.  The only indication that the page is still loading is usually the spinning logo on the browser itself.  At first glance the page looks fully loaded and the user can enter his or her password and submit the credentials successfully.

The Image Load Attack

The Image Load Attack works by asking the web browser to load images from IP addresses that do not respond to web requests.  Most browsers will wait approximately 20 seconds for the IP address to respond before failing.  By requesting images from many IP addresses that do not respond one can cause the page to take several minutes to complete loading.  At first glance the page looks fully loaded and the user can enter his or her password and submit the credentials successfully.  If the anti-phishing technology waits until the images are fully loaded, this attack will work.

The JavaScript Attack

Web pages can be dynamically loaded into a HTML div tag and then loaded into the browser dynamically.  Below is the skeleton code for the JavaScript attack:

<html>

<head>

<script language="JavaScript">

function go()

{

        var buf = "phishing page here" ;

        output.innerHTML = buf ;

}

</script>

</head>

<body onLoad="go()">

<div id="output"></div>

</body>

</html>

The entire phishing page can be put into the variable buf and then loaded dynamically.  Most users would not be able to tell the difference from looking at the page if it was a normal web page or if it was dynamically loaded.  Most anti-phishing technologies do not evaluate JavaScript code.

RESULTS

Figure 2 shows how each anti-phishing technology performed against 10 live phishing sites.  IE7, Earthlink and Spoofguard have two different levels of warnings depending on how suspicious the web page is.  The other anti-phishing technologies only have a single alert.  Figure 3 shows how each anti-phishing technology performed when I copied the real phishing sites to my lab environment.  The vast decrease in the amount of sites detected shows that many anti-phishing technologies rely heavily on URL Blacklists.  Many of the real phishing sites were listed in a URL blacklist where the lab environment was not listed in a URL blacklist.
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Figure 2 - Graph of how each anti-phishing technology performed against 10 remote phishing sites
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Figure 3 - Graph of how each anti-phishing technology performed against the 10 remote phishing sites that were copied to a local web server

Figure 4 and Figure 5 respectively show the number of sites detected that I created from in the lab from using IE7 Save-As and wget.  These tests show that IE7, Earthlink and SpoofGuard utilize a content based anti-phishing filter.  Figure 6 shows that SpoofGuard, IE7 and Earthlink detected the most number of phishing sites when all the results are combined.
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Figure 4 - Graph of how each anti-phishing technology performed against the lab phishing sites created using IE Save-As
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Figure 5 - Graph of how each anti-phishing technology performed against the lab phishing sites created using wget
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Figure 6 - Graph of how each anti-phishing technology performed against all tests

How IE 7.0’s Anti-Phishing Content Filter Works

To determine how IE’s phishing filter works, I tested against one of the most commonly phished sites, ebay.com.  I used my unregistered testing domain and prepended the form action with “process.php?” which causes IE to suspect a phishing site because the credentials would be sent to my local web server instead of eBay’s web server.

I determine how IE’s phishing filter worked, I used trial and error until IE did not detect the site as a phishing site.  I determined there were 10 items that IE was looking for that would trip the phishing filter.  If any of these 10 items were on the page, it would suspect a phishing site.  The 10 items were all links to other pages on eBay’s sites.

After determining the 10 links IE was looking for, I made a blank web page with just these 10 links on the page.  IE did not suspect this a phishing site.  At this point I knew what 10 things to avoid on a page, but those alone on a page did not trip the filter.  There must be something that triggers the filter to look for these 10 links.  To find out exactly what triggers the filter, I used trial and error.  The code that IE looks for is two input tags nested in a form tag and 3 links – the “forgot userid” link, the “forgot password” link and the link for “keep me signed in”.  I kept removing parts of the web page until I came up with the smallest web page I could create that IE thinks is a phishing site:

<html>

<body>

<form action=".">

<input>

<input>

</form>

<a href="http://cgi4.ebay.com/ws/eBayISAPI.dll?UserIdRecognizerShow"></a>

<a href="http://cgi4.ebay.com/ws/eBayISAPI.dll?ForgotYourPasswordShow"></a>

<a href="http://pages.ebay.com/help/newtoebay/staying_signed_in.html"></a>

<a href="http://pages.ebay.com/help/new/contextual/account_protection.html"></a>

</body>

</html>

A phisher that knows these rules could easily get past IE’s anti-phishing filter by copying eBay’s login page, modify the form action and modify 10 links to point elsewhere.  A phisher could even use a redirection script that would point the browser to the correct URL if clicked on.  I tested this by creating a simple redirection script in PHP called r.php.  When I prepended the real eBay URLs with “/r.php?r=”, the result was a page that looks identical to eBay’s login page with the links working identically, but is a phishing page.  Below is the source code for r.php:

<?php 

$url = $_GET["r"]; 

header("Location: $url");

?>

To summarize, IE has a two-stage phishing filter.  The first stage is a URL blacklist as most other anti-phishing technologies use.  The second stage of the filter is invoked if the URL is not in the blacklist.  IE first looks to see if there is a form on the page asking for a username and password and if there is, it looks for another set of criteria to determine if the site is a phishing site. 

How Earthlink’s Anti-Phishing Content Filter Works

To determine how Earthlink’s phishing filter works I used the same process as I did with IE 7.0.  There were 15 items that Earthlink was looking for that would trip the phishing filter.  If any of these 15 items were on the page, it would suspect a phishing site.  14 were links to other pages on eBay’s sites and one item was a JavaScript file on eBay’s server.

As with IE7, Earthlink also looks for is two input tags and 2 or more links from the 15 items from above.  The smallest web page I could create that Earthlink thinks is a phishing site:

<html>

<body>

<input>

<input>

<a href="http://pages.ebay.com/help/index.html">Help</a>

<a href="http://pages.ebay.com/help/policies/privacy-policy.html">Privacy Policy</a>

</body>

</html>

A phisher that knows these rules could very easily get past Earthlink’s anti-phishing filter by copying eBay’s login page, modify the form action and modify 14 links and one JavaScript file to point elsewhere.  The redirect script, r.php also worked to evade Earthlink’s anti-phishing filter.

SpoofGuard

SpoofGuard does not appear to use any URL blacklists.  SpoofGuard uses heuristics such as examining the URL, looking for passwords that are not sent over https, images that it has been before on other sites and more.

SpoofGuard gave a lot of erroneous errors for popular non-phishing sites, which renders the product virtually useless.  SpoofGuard gave www.msn.com a yellow rating and gave the warning “This page contains possibly misleading links.”  I typed in www.google.com which it gave a green status, but then when I clicked on the “news” link, it rated Google’s news as yellow because “The requested host 'news.google.com' is similar in name to the host 'www.google.com'.”  I typed in www.ebay.com which showed as green.  When I clicked the “sign in” link, SpoofGuard marked the site as red and a popup dialog box said the site was probably a spoof because “This page contains images that are identical to those on another Web site.” and “This page contains password input fields. Make sure that you know and trust this site before submitting any personal information. Also ensure that this site supports encryption by checking for 'https://' in the Address bar.”  Erroneous errors such as this make this product virtually useless as it would confuse anyone with so many false alarms.  I commend the development team for trying something different than other anti-phishing filters to detect phishing sites, but in this case, the result is simply confusing and useless.

eBay’s Toolbar

If a user enters his or her eBay password on a site other than ebay.com, the toolbar pops up a warning telling the user that they are submitting their eBay password to a site other than eBay.  This assumes that users do not use their eBay password on any other sites, which is not what most people do.  A study from Protecteer indicates that 26% of people use the same password for all their online accounts.
  A Yahoo! research study found that more than 50% of users use the same password on different sites.
  

Netcraft’s Toolbar

Netcraft’s toolbar also uses URL popularity to determine how likely the site is to be a phishing site.  This requires end users to pay attention to the indictor for each site they visit which is impractical because many users would forget or not realize they should be paying attention to the indicator.

Geotrust Trustwatch

Geotrust Trustwatch shows a green checkmark when visiting a URL that is known to be legitimate.  It appears that Geotrust gets this information based on if the URL has purchased an SSL certificate.  After visiting a few dozen websites, I noticed that Geotrust’s indicator was frequently yellow or “not verified” because many popular sites do not have an SSL certificate.  With users frequently seeing “not verified”, users will quickly learn to ignore this indicator.  This method also requires users to remember and know they should watch the indicator for each site they visit which is impractical.

Table of Products and Technologies Used

	Anti-Phishing Technology
	URL Blacklist
	Content Filter
	Other

	IE 7.0
	YES
	YES
	-

	Netcraft
	YES
	-
	URL Popularity

	Earthlink
	YES
	YES
	-

	Geotrust
	Unsure
	-
	Site Verification

	SpoofGuard
	-
	YES
	-

	eBay
	YES
	-
	Password Detection

	Firefox 2
	YES
	-
	-


Attacks Against Anti-Phishing Technologies

	Anti-Phishing Technology
	Page Load Attack
	Image Load Attack
	JavaScript Attack

	IE 7.0
(Content Filter/Blacklist)
	
Yes / No
	
Yes / No
	
Yes / N/A

	Netcraft
	No
	No
	N/A

	Earthlink
(Content Filter/Blacklist)
	No / No
	Yes / No
	Yes / No

	Geotrust
	No
	No
	N/A

	SpoofGuard
	Yes
	Yes
	Yes

	eBay’s Toolbar
	Yes*
	Yes*
	N/A

	Firefox 2
	No
	No
	N/A


* The Page Load and Image Load attacks worked some of the time against eBay’s Toolbar.  I was unable to determine why it worked with some URLs but not others.

CONCLUSIONS

The best anti-phishing filters use a layered approach.  There is no doubt that URL blacklists are an effective way to detect phishing sites, but the problem with them is that URLs take a while to get listed in blacklists, which leaves enough time for phishers to get enough phish to stay in business.  The best filters use a layered approach of checking a blacklist and then examining the content of the web page if the URL is not listed in the blacklist.

RECOMMENDATIONS

Browsers should check multiple URL blacklists to see if the URL is a known phishing site as well as use a content based filter that updates its rules automatically via the Internet.

Further research in this area would include decompiling IE 7 and Earthlink’s Toolbar to determine exactly how their content filter works and how to improve its accuracy.
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_1268072341.xls
Details

				IE 7		Netcraft		Earthlink		Geotrust		SpoofGuard		Ebay		FF 2.0.0.8		FF 2.0.0.8		Google		Firefox 3

		http://osebaibailojuwon.net/img/Bankwest/Bankwestlogin/index.htm		-		phish		-		-		yellow		-		phish		phish		-		-

		http://kafayat-og.com/anz1/anz/ANZ/Bankmain.htm		phish		phish		-		-		red		-		phish		phish		-		-

		http://tinyurl.com/2y5fsz		suspect		phish		red		-		red		phish		phish		phish		-		-

		http://fllli3.front.ru/yyy.htm		phish		phish		-		-		red		phish		phish		phish		-		-

		http://adambrown.eu/images/banners/desjardines.htm		-		-		-		-		red		-		-		-		-		-

		http://www.natwest.co.uk.gserver.js.cn/securesession/action.aspx		-		phish		red		-		yellow		-		phish		phish		-		-

		http://www.babastudio.com/dev/clientsImages/cache/index_files/login.htm		phish		phish		yellow		-		red		-		phish		phish		-		-

		http://www.forumvrn.ru//pafiledb/accesd.desjardins.com/accesd/index.php		-		-		-		-		red		-		-		-		-		-

		http://202.78.229.19:82/cgi-ebayISAPII.dll/index.php		suspect		phish		red		-		red		phish		phish		phish		-		-

		http://www.hlbryy.com/onlineserv/index.htm		phish		phish		red		-		red		-		phish		phish		-		-

		Local Web Server

		http://osebaibailojuwon.net/img/Bankwest/Bankwestlogin/index.htm		-		-		-		-		yellow		-		-		-		-		-

		http://kafayat-og.com/anz1/anz/ANZ/Bankmain.htm		suspect		-		-		-		red		-		-		-		-		-

		http://tinyurl.com/2y5fsz		suspect		-		-		-		yellow		-		-		-		-		-

		http://fllli3.front.ru/yyy.htm		suspect		-		-		-		yellow		-		-		-		-		-

		http://adambrown.eu/images/banners/desjardines.htm		-		-		-		-		red		-		-		-		-		-

		http://www.natwest.co.uk.gserver.js.cn/securesession/action.aspx		-		-		-		-		yellow		-		-		-		-		-

		http://www.babastudio.com/dev/clientsImages/cache/index_files/login.htm		-		-		-		-		red		-		-		-		-		-

		http://www.forumvrn.ru//pafiledb/accesd.desjardins.com/accesd/index.php		-		-		-		-		red		-		-		-		-		-

		http://202.78.229.19:82/cgi-ebayISAPII.dll/index.php		suspect		-		-		-		yellow		-		-		-		-		-

		http://www.hlbryy.com/onlineserv/index.htm		-		-		-		-		yellow		-		-		-		-		-

		Local Web Server - Login page changed to process.php used IE to save as

		53		-		-		-		-		yellow		-		-		-		-		-

		bank of america		-		-		-		-		green		-		-		-		-		-

		barclays		suspect		-		-		-		green		-		-		-		-		-

		chase		suspect		-		yellow		-		yellow		-		-		-		-		-

		citibank		-		-		-		-		red		-		-		-		-		-

		ebay		-		-		yellow		-		yellow		-		-		-		-		-

		hsbc		-		-		-		-		green		-		-		-		-		-

		paypal		-		-		yellow		-		yellow		-		-		-		-		-

		volksbanken		-		-		-		-		red		-		-		-		-		-

		wellsfargo		-		-		-		-		yellow		-		-		-		-		-

		Local Web Server - Login page changed to process.php - used wget

		http://testingtestingtestingtestingtestingtestingtestingtestingtesting.com/top10phishedsites/wget/www.53.com/wps/portal/personal		suspect		-		-		-		yellow		-		-		-		-		-

		http://testingtestingtestingtestingtestingtestingtestingtestingtesting.com/top10phishedsites/wget/www.bankofamerica.com/index.jsp		-		-		-		-		green		-		-		-		-		-

		http://testingtestingtestingtestingtestingtestingtestingtestingtesting.com/top10phishedsites/wget/ibank.barclays.co.uk/olb/a/LoginMember.do		suspect		-		-		-		green		-		-		-		-		-

		http://testingtestingtestingtestingtestingtestingtestingtestingtesting.com/top10phishedsites/wget/www.chase.com/		suspect		-		red		-		yellow		-		-		-		-		-

		http://testingtestingtestingtestingtestingtestingtestingtestingtesting.com/top10phishedsites/wget/web.da-us.citibank.com/cgi-bin/citifi/portal/l/l.do		page load		-		page load		-		red		-		-		-		-		-

		http://testingtestingtestingtestingtestingtestingtestingtestingtesting.com/top10phishedsites/wget/signin.ebay.com/ws/eBayISAPI.dll%3fSignIn&ru=http:%252F%252Fwww.ebay.com%252F&_trksid=m37		-		-		yellow		-		yellow		-		-		-		-		-

		http://testingtestingtestingtestingtestingtestingtestingtestingtesting.com/top10phishedsites/wget/www.us.hsbc.com/1/2/3/personal/online-services/personal-internet-banking/log-on		-		-		yellow		-		green		-		-		-		-		-

		http://testingtestingtestingtestingtestingtestingtestingtestingtesting.com/top10phishedsites/wget/www.paypal.com/		-		-		yellow		-		yellow		-		-		-		-		-

		unable to wget		-		-		-		-		red		-		-		-		-		-

		http://testingtestingtestingtestingtestingtestingtestingtestingtesting.com/top10phishedsites/wget/www.wellsfargo.com/		-		-		-		-		yellow		-		-		-		-		-





Simple

		Remote Phishing Site

				IE 7		Netcraft		Earthlink		Geotrust		SpoofGuard		Ebay		Firefox 2

		suspect		2		0		1		0		2		0		0

		phish		4		8		4		0		8		3		8

		Local Web Server

				IE 7		Netcraft		Earthlink		Geotrust		SpoofGuard		Ebay		Firefox 2

		suspect		4		0		0		0		6		0		0

		phish		0		0		0		0		4		0		0

		Local Web Server - Login page changed to process.php used IE to save as

				IE 7		Netcraft		Earthlink		Geotrust		SpoofGuard		Ebay		Firefox 2

		suspect		2		0		3		0		5		0		0

		phish		0		0		0		0		2		0		0

		Local Web Server - Login page changed to process.php - used wget

				IE 7		Netcraft		Earthlink		Geotrust		SpoofGuard		Ebay		Firefox 2

		suspect		3		0		3		0		5		0		0

		phish		0		0		1		0		1		0		0

		Total Sites Tested

				IE 7		Netcraft		Earthlink		Geotrust		SpoofGuard		Ebay		Firefox 2

		suspect		11		0		7		0		18		0		0

		phish		4		8		5		0		15		3		8





Remote Phishing

		IE 7		IE 7

		Netcraft		Netcraft

		Earthlink		Earthlink

		Geotrust		Geotrust

		SpoofGuard		SpoofGuard

		Ebay		Ebay

		Firefox 2		Firefox 2



suspect

phish

Anti-Phishing Technology

# of Sites Detected

Remote Phishing Sites

2

4

0

8

1

4

0

0

2

8

0

3

0

8



Remote Site Local

		IE 7		IE 7

		Netcraft		Netcraft

		Earthlink		Earthlink

		Geotrust		Geotrust

		SpoofGuard		SpoofGuard

		Ebay		Ebay

		Firefox 2		Firefox 2



suspect

phish

Anti-Phishing Technology

# of Sites Detected

Remote Phishing Sites Copied to Lab

4

0

0

0

0

0

0

0

6

4

0

0

0

0



Lab Site - IE Save As

		IE 7		IE 7

		Netcraft		Netcraft

		Earthlink		Earthlink

		Geotrust		Geotrust

		SpoofGuard		SpoofGuard

		Ebay		Ebay

		Firefox 2		Firefox 2



suspect

phish

Anti-Phishing Technology

# of Sites Detected

Lab Phishing Sites (IE7 Save-As)

2

0

0

0

3

0

0

0

5

2

0

0

0

0



Lab Site - wget

		IE 7		IE 7

		Netcraft		Netcraft

		Earthlink		Earthlink

		Geotrust		Geotrust

		SpoofGuard		SpoofGuard

		Ebay		Ebay

		Firefox 2		Firefox 2



suspect

phish

Anti-Phishing Technology

# of Sites Detected

Lab Phishing Sites (wget)

3

0

0

0

3

1

0

0

5

1

0

0

0

0



Totals

		IE 7		IE 7

		Netcraft		Netcraft

		Earthlink		Earthlink

		Geotrust		Geotrust

		SpoofGuard		SpoofGuard

		Ebay		Ebay

		Firefox 2		Firefox 2



suspect

phish

Anti-Phishing Technology

# of Sites Detected

All Tests Combined

11

4

0

8

7

5

0

0

18

15

0

3

0

8




_1268072394.xls
Details

				IE 7		Netcraft		Earthlink		Geotrust		SpoofGuard		Ebay		FF 2.0.0.8		FF 2.0.0.8		Google		Firefox 3

		http://osebaibailojuwon.net/img/Bankwest/Bankwestlogin/index.htm		-		phish		-		-		yellow		-		phish		phish		-		-

		http://kafayat-og.com/anz1/anz/ANZ/Bankmain.htm		phish		phish		-		-		red		-		phish		phish		-		-

		http://tinyurl.com/2y5fsz		suspect		phish		red		-		red		phish		phish		phish		-		-

		http://fllli3.front.ru/yyy.htm		phish		phish		-		-		red		phish		phish		phish		-		-

		http://adambrown.eu/images/banners/desjardines.htm		-		-		-		-		red		-		-		-		-		-

		http://www.natwest.co.uk.gserver.js.cn/securesession/action.aspx		-		phish		red		-		yellow		-		phish		phish		-		-

		http://www.babastudio.com/dev/clientsImages/cache/index_files/login.htm		phish		phish		yellow		-		red		-		phish		phish		-		-

		http://www.forumvrn.ru//pafiledb/accesd.desjardins.com/accesd/index.php		-		-		-		-		red		-		-		-		-		-

		http://202.78.229.19:82/cgi-ebayISAPII.dll/index.php		suspect		phish		red		-		red		phish		phish		phish		-		-

		http://www.hlbryy.com/onlineserv/index.htm		phish		phish		red		-		red		-		phish		phish		-		-

		Local Web Server

		http://osebaibailojuwon.net/img/Bankwest/Bankwestlogin/index.htm		-		-		-		-		yellow		-		-		-		-		-

		http://kafayat-og.com/anz1/anz/ANZ/Bankmain.htm		suspect		-		-		-		red		-		-		-		-		-

		http://tinyurl.com/2y5fsz		suspect		-		-		-		yellow		-		-		-		-		-

		http://fllli3.front.ru/yyy.htm		suspect		-		-		-		yellow		-		-		-		-		-

		http://adambrown.eu/images/banners/desjardines.htm		-		-		-		-		red		-		-		-		-		-

		http://www.natwest.co.uk.gserver.js.cn/securesession/action.aspx		-		-		-		-		yellow		-		-		-		-		-

		http://www.babastudio.com/dev/clientsImages/cache/index_files/login.htm		-		-		-		-		red		-		-		-		-		-

		http://www.forumvrn.ru//pafiledb/accesd.desjardins.com/accesd/index.php		-		-		-		-		red		-		-		-		-		-

		http://202.78.229.19:82/cgi-ebayISAPII.dll/index.php		suspect		-		-		-		yellow		-		-		-		-		-

		http://www.hlbryy.com/onlineserv/index.htm		-		-		-		-		yellow		-		-		-		-		-

		Local Web Server - Login page changed to process.php used IE to save as

		53		-		-		-		-		yellow		-		-		-		-		-

		bank of america		-		-		-		-		green		-		-		-		-		-

		barclays		suspect		-		-		-		green		-		-		-		-		-

		chase		suspect		-		yellow		-		yellow		-		-		-		-		-

		citibank		-		-		-		-		red		-		-		-		-		-

		ebay		-		-		yellow		-		yellow		-		-		-		-		-

		hsbc		-		-		-		-		green		-		-		-		-		-

		paypal		-		-		yellow		-		yellow		-		-		-		-		-

		volksbanken		-		-		-		-		red		-		-		-		-		-

		wellsfargo		-		-		-		-		yellow		-		-		-		-		-

		Local Web Server - Login page changed to process.php - used wget

		http://testingtestingtestingtestingtestingtestingtestingtestingtesting.com/top10phishedsites/wget/www.53.com/wps/portal/personal		suspect		-		-		-		yellow		-		-		-		-		-

		http://testingtestingtestingtestingtestingtestingtestingtestingtesting.com/top10phishedsites/wget/www.bankofamerica.com/index.jsp		-		-		-		-		green		-		-		-		-		-

		http://testingtestingtestingtestingtestingtestingtestingtestingtesting.com/top10phishedsites/wget/ibank.barclays.co.uk/olb/a/LoginMember.do		suspect		-		-		-		green		-		-		-		-		-

		http://testingtestingtestingtestingtestingtestingtestingtestingtesting.com/top10phishedsites/wget/www.chase.com/		suspect		-		red		-		yellow		-		-		-		-		-

		http://testingtestingtestingtestingtestingtestingtestingtestingtesting.com/top10phishedsites/wget/web.da-us.citibank.com/cgi-bin/citifi/portal/l/l.do		page load		-		page load		-		red		-		-		-		-		-

		http://testingtestingtestingtestingtestingtestingtestingtestingtesting.com/top10phishedsites/wget/signin.ebay.com/ws/eBayISAPI.dll%3fSignIn&ru=http:%252F%252Fwww.ebay.com%252F&_trksid=m37		-		-		yellow		-		yellow		-		-		-		-		-

		http://testingtestingtestingtestingtestingtestingtestingtestingtesting.com/top10phishedsites/wget/www.us.hsbc.com/1/2/3/personal/online-services/personal-internet-banking/log-on		-		-		yellow		-		green		-		-		-		-		-

		http://testingtestingtestingtestingtestingtestingtestingtestingtesting.com/top10phishedsites/wget/www.paypal.com/		-		-		yellow		-		yellow		-		-		-		-		-

		unable to wget		-		-		-		-		red		-		-		-		-		-

		http://testingtestingtestingtestingtestingtestingtestingtestingtesting.com/top10phishedsites/wget/www.wellsfargo.com/		-		-		-		-		yellow		-		-		-		-		-





Simple

		Remote Phishing Site

				IE 7		Netcraft		Earthlink		Geotrust		SpoofGuard		Ebay		Firefox 2

		suspect		2		0		1		0		2		0		0

		phish		4		8		4		0		8		3		8

		Local Web Server

				IE 7		Netcraft		Earthlink		Geotrust		SpoofGuard		Ebay		Firefox 2

		suspect		4		0		0		0		6		0		0

		phish		0		0		0		0		4		0		0

		Local Web Server - Login page changed to process.php used IE to save as

				IE 7		Netcraft		Earthlink		Geotrust		SpoofGuard		Ebay		Firefox 2

		suspect		2		0		3		0		5		0		0

		phish		0		0		0		0		2		0		0

		Local Web Server - Login page changed to process.php - used wget

				IE 7		Netcraft		Earthlink		Geotrust		SpoofGuard		Ebay		Firefox 2

		suspect		3		0		3		0		5		0		0

		phish		0		0		1		0		1		0		0

		Total Sites Tested

				IE 7		Netcraft		Earthlink		Geotrust		SpoofGuard		Ebay		Firefox 2

		suspect		11		0		7		0		18		0		0

		phish		4		8		5		0		15		3		8





Remote Phishing

		IE 7		IE 7

		Netcraft		Netcraft

		Earthlink		Earthlink

		Geotrust		Geotrust

		SpoofGuard		SpoofGuard

		Ebay		Ebay

		Firefox 2		Firefox 2



suspect

phish

Anti-Phishing Technology

# of Sites Detected

Remote Phishing Sites

2

4

0

8

1

4

0

0

2

8

0

3

0

8



Remote Site Local

		IE 7		IE 7

		Netcraft		Netcraft

		Earthlink		Earthlink

		Geotrust		Geotrust

		SpoofGuard		SpoofGuard

		Ebay		Ebay

		Firefox 2		Firefox 2



suspect

phish

Anti-Phishing Technology

# of Sites Detected

Remote Phishing Sites Copied to Lab

4

0

0

0

0

0

0

0

6

4

0

0

0

0



Lab Site - IE Save As

		IE 7		IE 7

		Netcraft		Netcraft

		Earthlink		Earthlink

		Geotrust		Geotrust

		SpoofGuard		SpoofGuard

		Ebay		Ebay

		Firefox 2		Firefox 2



suspect

phish

Anti-Phishing Technology

# of Sites Detected

Lab Phishing Sites (IE7 Save-As)

2

0

0

0

3

0

0

0

5

2

0

0

0

0



Lab Site - wget

		IE 7		IE 7

		Netcraft		Netcraft

		Earthlink		Earthlink

		Geotrust		Geotrust

		SpoofGuard		SpoofGuard

		Ebay		Ebay

		Firefox 2		Firefox 2



suspect

phish

Anti-Phishing Technology

# of Sites Detected

Lab Phishing Sites (wget)

3

0

0

0

3

1

0

0

5

1

0

0

0

0



Totals

		IE 7		IE 7

		Netcraft		Netcraft

		Earthlink		Earthlink

		Geotrust		Geotrust

		SpoofGuard		SpoofGuard

		Ebay		Ebay

		Firefox 2		Firefox 2



suspect

phish

Anti-Phishing Technology

# of Sites Detected

All Tests Combined

11

4

0

8

7

5

0

0

18

15

0

3

0

8




_1268072418.xls
Details

				IE 7		Netcraft		Earthlink		Geotrust		SpoofGuard		Ebay		FF 2.0.0.8		FF 2.0.0.8		Google		Firefox 3

		http://osebaibailojuwon.net/img/Bankwest/Bankwestlogin/index.htm		-		phish		-		-		yellow		-		phish		phish		-		-

		http://kafayat-og.com/anz1/anz/ANZ/Bankmain.htm		phish		phish		-		-		red		-		phish		phish		-		-

		http://tinyurl.com/2y5fsz		suspect		phish		red		-		red		phish		phish		phish		-		-

		http://fllli3.front.ru/yyy.htm		phish		phish		-		-		red		phish		phish		phish		-		-

		http://adambrown.eu/images/banners/desjardines.htm		-		-		-		-		red		-		-		-		-		-

		http://www.natwest.co.uk.gserver.js.cn/securesession/action.aspx		-		phish		red		-		yellow		-		phish		phish		-		-

		http://www.babastudio.com/dev/clientsImages/cache/index_files/login.htm		phish		phish		yellow		-		red		-		phish		phish		-		-

		http://www.forumvrn.ru//pafiledb/accesd.desjardins.com/accesd/index.php		-		-		-		-		red		-		-		-		-		-

		http://202.78.229.19:82/cgi-ebayISAPII.dll/index.php		suspect		phish		red		-		red		phish		phish		phish		-		-

		http://www.hlbryy.com/onlineserv/index.htm		phish		phish		red		-		red		-		phish		phish		-		-

		Local Web Server

		http://osebaibailojuwon.net/img/Bankwest/Bankwestlogin/index.htm		-		-		-		-		yellow		-		-		-		-		-

		http://kafayat-og.com/anz1/anz/ANZ/Bankmain.htm		suspect		-		-		-		red		-		-		-		-		-

		http://tinyurl.com/2y5fsz		suspect		-		-		-		yellow		-		-		-		-		-

		http://fllli3.front.ru/yyy.htm		suspect		-		-		-		yellow		-		-		-		-		-

		http://adambrown.eu/images/banners/desjardines.htm		-		-		-		-		red		-		-		-		-		-

		http://www.natwest.co.uk.gserver.js.cn/securesession/action.aspx		-		-		-		-		yellow		-		-		-		-		-

		http://www.babastudio.com/dev/clientsImages/cache/index_files/login.htm		-		-		-		-		red		-		-		-		-		-

		http://www.forumvrn.ru//pafiledb/accesd.desjardins.com/accesd/index.php		-		-		-		-		red		-		-		-		-		-

		http://202.78.229.19:82/cgi-ebayISAPII.dll/index.php		suspect		-		-		-		yellow		-		-		-		-		-

		http://www.hlbryy.com/onlineserv/index.htm		-		-		-		-		yellow		-		-		-		-		-

		Local Web Server - Login page changed to process.php used IE to save as

		53		-		-		-		-		yellow		-		-		-		-		-

		bank of america		-		-		-		-		green		-		-		-		-		-

		barclays		suspect		-		-		-		green		-		-		-		-		-

		chase		suspect		-		yellow		-		yellow		-		-		-		-		-

		citibank		-		-		-		-		red		-		-		-		-		-

		ebay		-		-		yellow		-		yellow		-		-		-		-		-

		hsbc		-		-		-		-		green		-		-		-		-		-

		paypal		-		-		yellow		-		yellow		-		-		-		-		-

		volksbanken		-		-		-		-		red		-		-		-		-		-

		wellsfargo		-		-		-		-		yellow		-		-		-		-		-

		Local Web Server - Login page changed to process.php - used wget

		http://testingtestingtestingtestingtestingtestingtestingtestingtesting.com/top10phishedsites/wget/www.53.com/wps/portal/personal		suspect		-		-		-		yellow		-		-		-		-		-

		http://testingtestingtestingtestingtestingtestingtestingtestingtesting.com/top10phishedsites/wget/www.bankofamerica.com/index.jsp		-		-		-		-		green		-		-		-		-		-

		http://testingtestingtestingtestingtestingtestingtestingtestingtesting.com/top10phishedsites/wget/ibank.barclays.co.uk/olb/a/LoginMember.do		suspect		-		-		-		green		-		-		-		-		-

		http://testingtestingtestingtestingtestingtestingtestingtestingtesting.com/top10phishedsites/wget/www.chase.com/		suspect		-		red		-		yellow		-		-		-		-		-

		http://testingtestingtestingtestingtestingtestingtestingtestingtesting.com/top10phishedsites/wget/web.da-us.citibank.com/cgi-bin/citifi/portal/l/l.do		page load		-		page load		-		red		-		-		-		-		-

		http://testingtestingtestingtestingtestingtestingtestingtestingtesting.com/top10phishedsites/wget/signin.ebay.com/ws/eBayISAPI.dll%3fSignIn&ru=http:%252F%252Fwww.ebay.com%252F&_trksid=m37		-		-		yellow		-		yellow		-		-		-		-		-

		http://testingtestingtestingtestingtestingtestingtestingtestingtesting.com/top10phishedsites/wget/www.us.hsbc.com/1/2/3/personal/online-services/personal-internet-banking/log-on		-		-		yellow		-		green		-		-		-		-		-

		http://testingtestingtestingtestingtestingtestingtestingtestingtesting.com/top10phishedsites/wget/www.paypal.com/		-		-		yellow		-		yellow		-		-		-		-		-

		unable to wget		-		-		-		-		red		-		-		-		-		-

		http://testingtestingtestingtestingtestingtestingtestingtestingtesting.com/top10phishedsites/wget/www.wellsfargo.com/		-		-		-		-		yellow		-		-		-		-		-





Simple

		Remote Phishing Site

				IE 7		Netcraft		Earthlink		Geotrust		SpoofGuard		Ebay		Firefox 2

		suspect		2		0		1		0		2		0		0

		phish		4		8		4		0		8		3		8

		Local Web Server

				IE 7		Netcraft		Earthlink		Geotrust		SpoofGuard		Ebay		Firefox 2

		suspect		4		0		0		0		6		0		0

		phish		0		0		0		0		4		0		0

		Local Web Server - Login page changed to process.php used IE to save as

				IE 7		Netcraft		Earthlink		Geotrust		SpoofGuard		Ebay		Firefox 2

		suspect		2		0		3		0		5		0		0

		phish		0		0		0		0		2		0		0

		Local Web Server - Login page changed to process.php - used wget

				IE 7		Netcraft		Earthlink		Geotrust		SpoofGuard		Ebay		Firefox 2

		suspect		3		0		3		0		5		0		0

		phish		0		0		1		0		1		0		0

		Total Sites Tested

				IE 7		Netcraft		Earthlink		Geotrust		SpoofGuard		Ebay		Firefox 2

		suspect		11		0		7		0		18		0		0

		phish		4		8		5		0		15		3		8





Remote Phishing

		IE 7		IE 7

		Netcraft		Netcraft

		Earthlink		Earthlink

		Geotrust		Geotrust

		SpoofGuard		SpoofGuard

		Ebay		Ebay

		Firefox 2		Firefox 2



suspect

phish

Anti-Phishing Technology

# of Sites Detected

Remote Phishing Sites

2

4

0

8

1

4

0

0

2

8

0

3

0

8



Remote Site Local

		IE 7		IE 7

		Netcraft		Netcraft

		Earthlink		Earthlink

		Geotrust		Geotrust

		SpoofGuard		SpoofGuard

		Ebay		Ebay

		Firefox 2		Firefox 2



suspect

phish

Anti-Phishing Technology

# of Sites Detected

Remote Phishing Sites Copied to Lab

4

0

0

0

0

0

0

0

6

4

0

0

0

0



Lab Site - IE Save As

		IE 7		IE 7

		Netcraft		Netcraft

		Earthlink		Earthlink

		Geotrust		Geotrust

		SpoofGuard		SpoofGuard

		Ebay		Ebay

		Firefox 2		Firefox 2



suspect

phish

Anti-Phishing Technology

# of Sites Detected

Lab Phishing Sites (IE7 Save-As)

2

0

0

0

3

0

0

0

5

2

0

0

0

0



Lab Site - wget

		IE 7		IE 7

		Netcraft		Netcraft

		Earthlink		Earthlink

		Geotrust		Geotrust

		SpoofGuard		SpoofGuard

		Ebay		Ebay

		Firefox 2		Firefox 2



suspect

phish

Anti-Phishing Technology

# of Sites Detected

Lab Phishing Sites (wget)

3

0

0

0

3

1

0

0

5

1

0

0

0

0



Totals

		IE 7		IE 7

		Netcraft		Netcraft

		Earthlink		Earthlink

		Geotrust		Geotrust

		SpoofGuard		SpoofGuard

		Ebay		Ebay

		Firefox 2		Firefox 2



suspect

phish

Anti-Phishing Technology

# of Sites Detected

All Tests Combined

11

4

0

8

7

5

0

0

18

15

0

3

0

8




_1268072706.xls
Details

				IE 7		Netcraft		Earthlink		Geotrust		SpoofGuard		Ebay		FF 2.0.0.8		FF 2.0.0.8		Google		Firefox 3

		http://osebaibailojuwon.net/img/Bankwest/Bankwestlogin/index.htm		-		phish		-		-		yellow		-		phish		phish		-		-

		http://kafayat-og.com/anz1/anz/ANZ/Bankmain.htm		phish		phish		-		-		red		-		phish		phish		-		-

		http://tinyurl.com/2y5fsz		suspect		phish		red		-		red		phish		phish		phish		-		-

		http://fllli3.front.ru/yyy.htm		phish		phish		-		-		red		phish		phish		phish		-		-

		http://adambrown.eu/images/banners/desjardines.htm		-		-		-		-		red		-		-		-		-		-

		http://www.natwest.co.uk.gserver.js.cn/securesession/action.aspx		-		phish		red		-		yellow		-		phish		phish		-		-

		http://www.babastudio.com/dev/clientsImages/cache/index_files/login.htm		phish		phish		yellow		-		red		-		phish		phish		-		-

		http://www.forumvrn.ru//pafiledb/accesd.desjardins.com/accesd/index.php		-		-		-		-		red		-		-		-		-		-

		http://202.78.229.19:82/cgi-ebayISAPII.dll/index.php		suspect		phish		red		-		red		phish		phish		phish		-		-

		http://www.hlbryy.com/onlineserv/index.htm		phish		phish		red		-		red		-		phish		phish		-		-

		Local Web Server

		http://osebaibailojuwon.net/img/Bankwest/Bankwestlogin/index.htm		-		-		-		-		yellow		-		-		-		-		-

		http://kafayat-og.com/anz1/anz/ANZ/Bankmain.htm		suspect		-		-		-		red		-		-		-		-		-

		http://tinyurl.com/2y5fsz		suspect		-		-		-		yellow		-		-		-		-		-

		http://fllli3.front.ru/yyy.htm		suspect		-		-		-		yellow		-		-		-		-		-

		http://adambrown.eu/images/banners/desjardines.htm		-		-		-		-		red		-		-		-		-		-

		http://www.natwest.co.uk.gserver.js.cn/securesession/action.aspx		-		-		-		-		yellow		-		-		-		-		-

		http://www.babastudio.com/dev/clientsImages/cache/index_files/login.htm		-		-		-		-		red		-		-		-		-		-

		http://www.forumvrn.ru//pafiledb/accesd.desjardins.com/accesd/index.php		-		-		-		-		red		-		-		-		-		-

		http://202.78.229.19:82/cgi-ebayISAPII.dll/index.php		suspect		-		-		-		yellow		-		-		-		-		-

		http://www.hlbryy.com/onlineserv/index.htm		-		-		-		-		yellow		-		-		-		-		-

		Local Web Server - Login page changed to process.php used IE to save as

		53		-		-		-		-		yellow		-		-		-		-		-

		bank of america		-		-		-		-		green		-		-		-		-		-

		barclays		suspect		-		-		-		green		-		-		-		-		-

		chase		suspect		-		yellow		-		yellow		-		-		-		-		-

		citibank		-		-		-		-		red		-		-		-		-		-

		ebay		-		-		yellow		-		yellow		-		-		-		-		-

		hsbc		-		-		-		-		green		-		-		-		-		-

		paypal		-		-		yellow		-		yellow		-		-		-		-		-

		volksbanken		-		-		-		-		red		-		-		-		-		-

		wellsfargo		-		-		-		-		yellow		-		-		-		-		-

		Local Web Server - Login page changed to process.php - used wget

		http://testingtestingtestingtestingtestingtestingtestingtestingtesting.com/top10phishedsites/wget/www.53.com/wps/portal/personal		suspect		-		-		-		yellow		-		-		-		-		-

		http://testingtestingtestingtestingtestingtestingtestingtestingtesting.com/top10phishedsites/wget/www.bankofamerica.com/index.jsp		-		-		-		-		green		-		-		-		-		-

		http://testingtestingtestingtestingtestingtestingtestingtestingtesting.com/top10phishedsites/wget/ibank.barclays.co.uk/olb/a/LoginMember.do		suspect		-		-		-		green		-		-		-		-		-

		http://testingtestingtestingtestingtestingtestingtestingtestingtesting.com/top10phishedsites/wget/www.chase.com/		suspect		-		red		-		yellow		-		-		-		-		-

		http://testingtestingtestingtestingtestingtestingtestingtestingtesting.com/top10phishedsites/wget/web.da-us.citibank.com/cgi-bin/citifi/portal/l/l.do		page load		-		page load		-		red		-		-		-		-		-

		http://testingtestingtestingtestingtestingtestingtestingtestingtesting.com/top10phishedsites/wget/signin.ebay.com/ws/eBayISAPI.dll%3fSignIn&ru=http:%252F%252Fwww.ebay.com%252F&_trksid=m37		-		-		yellow		-		yellow		-		-		-		-		-

		http://testingtestingtestingtestingtestingtestingtestingtestingtesting.com/top10phishedsites/wget/www.us.hsbc.com/1/2/3/personal/online-services/personal-internet-banking/log-on		-		-		yellow		-		green		-		-		-		-		-

		http://testingtestingtestingtestingtestingtestingtestingtestingtesting.com/top10phishedsites/wget/www.paypal.com/		-		-		yellow		-		yellow		-		-		-		-		-

		unable to wget		-		-		-		-		red		-		-		-		-		-

		http://testingtestingtestingtestingtestingtestingtestingtestingtesting.com/top10phishedsites/wget/www.wellsfargo.com/		-		-		-		-		yellow		-		-		-		-		-





Simple

		Remote Phishing Site

				IE 7		Netcraft		Earthlink		Geotrust		SpoofGuard		Ebay		Firefox 2

		suspect		2		0		1		0		2		0		0

		phish		4		8		4		0		8		3		8

		Local Web Server

				IE 7		Netcraft		Earthlink		Geotrust		SpoofGuard		Ebay		Firefox 2

		suspect		4		0		0		0		6		0		0

		phish		0		0		0		0		4		0		0

		Local Web Server - Login page changed to process.php used IE to save as

				IE 7		Netcraft		Earthlink		Geotrust		SpoofGuard		Ebay		Firefox 2

		suspect		2		0		3		0		5		0		0

		phish		0		0		0		0		2		0		0

		Local Web Server - Login page changed to process.php - used wget

				IE 7		Netcraft		Earthlink		Geotrust		SpoofGuard		Ebay		Firefox 2

		suspect		3		0		3		0		5		0		0

		phish		0		0		1		0		1		0		0

		Total Sites Tested

				IE 7		Netcraft		Earthlink		Geotrust		SpoofGuard		Ebay		Firefox 2

		suspect		11		0		7		0		18		0		0

		phish		4		8		5		0		15		3		8





Remote Phishing

		IE 7		IE 7

		Netcraft		Netcraft

		Earthlink		Earthlink

		Geotrust		Geotrust

		SpoofGuard		SpoofGuard

		Ebay		Ebay

		Firefox 2		Firefox 2



suspect

phish

Anti-Phishing Technology

# of Sites Detected

Remote Phishing Sites

2

4

0

8

1

4

0

0

2

8

0

3

0

8



Remote Site Local

		IE 7		IE 7

		Netcraft		Netcraft

		Earthlink		Earthlink

		Geotrust		Geotrust

		SpoofGuard		SpoofGuard

		Ebay		Ebay

		Firefox 2		Firefox 2



suspect

phish

Anti-Phishing Technology

# of Sites Detected

Remote Phishing Sites Copied to Lab

4

0

0

0

0

0

0

0

6

4

0

0

0

0



Lab Site - IE Save As

		IE 7		IE 7

		Netcraft		Netcraft

		Earthlink		Earthlink

		Geotrust		Geotrust

		SpoofGuard		SpoofGuard

		Ebay		Ebay

		Firefox 2		Firefox 2



suspect

phish

Anti-Phishing Technology

# of Sites Detected

Lab Phishing Sites (IE7 Save-As)

2

0

0

0

3

0

0

0

5

2

0

0

0

0



Lab Site - wget

		IE 7		IE 7

		Netcraft		Netcraft

		Earthlink		Earthlink

		Geotrust		Geotrust

		SpoofGuard		SpoofGuard

		Ebay		Ebay

		Firefox 2		Firefox 2



suspect

phish

Anti-Phishing Technology

# of Sites Detected

Lab Phishing Sites (wget)

3

0

0

0

3

1

0

0

5

1

0

0

0

0



Totals

		IE 7		IE 7

		Netcraft		Netcraft

		Earthlink		Earthlink

		Geotrust		Geotrust

		SpoofGuard		SpoofGuard

		Ebay		Ebay

		Firefox 2		Firefox 2



suspect

phish

Anti-Phishing Technology

# of Sites Detected

All Tests Combined

11

4

0

8

7

5

0

0

18

15

0

3

0

8




_1268072363.xls
Details

				IE 7		Netcraft		Earthlink		Geotrust		SpoofGuard		Ebay		FF 2.0.0.8		FF 2.0.0.8		Google		Firefox 3

		http://osebaibailojuwon.net/img/Bankwest/Bankwestlogin/index.htm		-		phish		-		-		yellow		-		phish		phish		-		-

		http://kafayat-og.com/anz1/anz/ANZ/Bankmain.htm		phish		phish		-		-		red		-		phish		phish		-		-

		http://tinyurl.com/2y5fsz		suspect		phish		red		-		red		phish		phish		phish		-		-

		http://fllli3.front.ru/yyy.htm		phish		phish		-		-		red		phish		phish		phish		-		-

		http://adambrown.eu/images/banners/desjardines.htm		-		-		-		-		red		-		-		-		-		-

		http://www.natwest.co.uk.gserver.js.cn/securesession/action.aspx		-		phish		red		-		yellow		-		phish		phish		-		-

		http://www.babastudio.com/dev/clientsImages/cache/index_files/login.htm		phish		phish		yellow		-		red		-		phish		phish		-		-

		http://www.forumvrn.ru//pafiledb/accesd.desjardins.com/accesd/index.php		-		-		-		-		red		-		-		-		-		-

		http://202.78.229.19:82/cgi-ebayISAPII.dll/index.php		suspect		phish		red		-		red		phish		phish		phish		-		-

		http://www.hlbryy.com/onlineserv/index.htm		phish		phish		red		-		red		-		phish		phish		-		-

		Local Web Server

		http://osebaibailojuwon.net/img/Bankwest/Bankwestlogin/index.htm		-		-		-		-		yellow		-		-		-		-		-

		http://kafayat-og.com/anz1/anz/ANZ/Bankmain.htm		suspect		-		-		-		red		-		-		-		-		-

		http://tinyurl.com/2y5fsz		suspect		-		-		-		yellow		-		-		-		-		-

		http://fllli3.front.ru/yyy.htm		suspect		-		-		-		yellow		-		-		-		-		-

		http://adambrown.eu/images/banners/desjardines.htm		-		-		-		-		red		-		-		-		-		-

		http://www.natwest.co.uk.gserver.js.cn/securesession/action.aspx		-		-		-		-		yellow		-		-		-		-		-

		http://www.babastudio.com/dev/clientsImages/cache/index_files/login.htm		-		-		-		-		red		-		-		-		-		-

		http://www.forumvrn.ru//pafiledb/accesd.desjardins.com/accesd/index.php		-		-		-		-		red		-		-		-		-		-

		http://202.78.229.19:82/cgi-ebayISAPII.dll/index.php		suspect		-		-		-		yellow		-		-		-		-		-

		http://www.hlbryy.com/onlineserv/index.htm		-		-		-		-		yellow		-		-		-		-		-

		Local Web Server - Login page changed to process.php used IE to save as

		53		-		-		-		-		yellow		-		-		-		-		-

		bank of america		-		-		-		-		green		-		-		-		-		-

		barclays		suspect		-		-		-		green		-		-		-		-		-

		chase		suspect		-		yellow		-		yellow		-		-		-		-		-

		citibank		-		-		-		-		red		-		-		-		-		-

		ebay		-		-		yellow		-		yellow		-		-		-		-		-

		hsbc		-		-		-		-		green		-		-		-		-		-

		paypal		-		-		yellow		-		yellow		-		-		-		-		-

		volksbanken		-		-		-		-		red		-		-		-		-		-

		wellsfargo		-		-		-		-		yellow		-		-		-		-		-

		Local Web Server - Login page changed to process.php - used wget

		http://testingtestingtestingtestingtestingtestingtestingtestingtesting.com/top10phishedsites/wget/www.53.com/wps/portal/personal		suspect		-		-		-		yellow		-		-		-		-		-

		http://testingtestingtestingtestingtestingtestingtestingtestingtesting.com/top10phishedsites/wget/www.bankofamerica.com/index.jsp		-		-		-		-		green		-		-		-		-		-

		http://testingtestingtestingtestingtestingtestingtestingtestingtesting.com/top10phishedsites/wget/ibank.barclays.co.uk/olb/a/LoginMember.do		suspect		-		-		-		green		-		-		-		-		-

		http://testingtestingtestingtestingtestingtestingtestingtestingtesting.com/top10phishedsites/wget/www.chase.com/		suspect		-		red		-		yellow		-		-		-		-		-

		http://testingtestingtestingtestingtestingtestingtestingtestingtesting.com/top10phishedsites/wget/web.da-us.citibank.com/cgi-bin/citifi/portal/l/l.do		page load		-		page load		-		red		-		-		-		-		-

		http://testingtestingtestingtestingtestingtestingtestingtestingtesting.com/top10phishedsites/wget/signin.ebay.com/ws/eBayISAPI.dll%3fSignIn&ru=http:%252F%252Fwww.ebay.com%252F&_trksid=m37		-		-		yellow		-		yellow		-		-		-		-		-

		http://testingtestingtestingtestingtestingtestingtestingtestingtesting.com/top10phishedsites/wget/www.us.hsbc.com/1/2/3/personal/online-services/personal-internet-banking/log-on		-		-		yellow		-		green		-		-		-		-		-

		http://testingtestingtestingtestingtestingtestingtestingtestingtesting.com/top10phishedsites/wget/www.paypal.com/		-		-		yellow		-		yellow		-		-		-		-		-

		unable to wget		-		-		-		-		red		-		-		-		-		-

		http://testingtestingtestingtestingtestingtestingtestingtestingtesting.com/top10phishedsites/wget/www.wellsfargo.com/		-		-		-		-		yellow		-		-		-		-		-





Simple

		Remote Phishing Site

				IE 7		Netcraft		Earthlink		Geotrust		SpoofGuard		Ebay		Firefox 2

		suspect		2		0		1		0		2		0		0

		phish		4		8		4		0		8		3		8

		Local Web Server

				IE 7		Netcraft		Earthlink		Geotrust		SpoofGuard		Ebay		Firefox 2

		suspect		4		0		0		0		6		0		0

		phish		0		0		0		0		4		0		0

		Local Web Server - Login page changed to process.php used IE to save as

				IE 7		Netcraft		Earthlink		Geotrust		SpoofGuard		Ebay		Firefox 2

		suspect		2		0		3		0		5		0		0

		phish		0		0		0		0		2		0		0

		Local Web Server - Login page changed to process.php - used wget

				IE 7		Netcraft		Earthlink		Geotrust		SpoofGuard		Ebay		Firefox 2

		suspect		3		0		3		0		5		0		0

		phish		0		0		1		0		1		0		0

		Total Sites Tested

				IE 7		Netcraft		Earthlink		Geotrust		SpoofGuard		Ebay		Firefox 2

		suspect		11		0		7		0		18		0		0

		phish		4		8		5		0		15		3		8





Remote Phishing

		IE 7		IE 7

		Netcraft		Netcraft

		Earthlink		Earthlink

		Geotrust		Geotrust

		SpoofGuard		SpoofGuard

		Ebay		Ebay

		Firefox 2		Firefox 2



suspect

phish

Anti-Phishing Technology

# of Sites Detected

Remote Phishing Sites

2

4

0

8

1

4

0

0

2

8

0

3

0

8



Remote Site Local

		IE 7		IE 7

		Netcraft		Netcraft

		Earthlink		Earthlink

		Geotrust		Geotrust

		SpoofGuard		SpoofGuard

		Ebay		Ebay

		Firefox 2		Firefox 2



suspect

phish

Anti-Phishing Technology

# of Sites Detected

Remote Phishing Sites Copied to Lab

4

0

0

0

0

0

0

0

6

4

0

0

0

0



Lab Site - IE Save As

		IE 7		IE 7

		Netcraft		Netcraft

		Earthlink		Earthlink

		Geotrust		Geotrust

		SpoofGuard		SpoofGuard

		Ebay		Ebay

		Firefox 2		Firefox 2



suspect

phish

Anti-Phishing Technology

# of Sites Detected

Lab Phishing Sites (IE7 Save-As)

2

0

0

0

3

0

0

0

5

2

0

0

0

0



Lab Site - wget

		IE 7		IE 7

		Netcraft		Netcraft

		Earthlink		Earthlink

		Geotrust		Geotrust

		SpoofGuard		SpoofGuard

		Ebay		Ebay

		Firefox 2		Firefox 2



suspect

phish

Anti-Phishing Technology

# of Sites Detected

Lab Phishing Sites (wget)

3

0

0

0

3

1

0

0

5

1

0

0

0

0



Totals

		IE 7		IE 7

		Netcraft		Netcraft

		Earthlink		Earthlink

		Geotrust		Geotrust

		SpoofGuard		SpoofGuard

		Ebay		Ebay

		Firefox 2		Firefox 2



suspect

phish

Anti-Phishing Technology

# of Sites Detected

All Tests Combined

11

4

0

8

7

5

0

0

18

15

0

3

0

8




_1267549726.xls
Data-Phishing Sites Per Month

		Date		Unique Phishing Sites

		Sep-04		546

		Oct-04		1185

		Nov-04		1546

		Dec-04		1707

		Jan-05		2560

		Feb-05		2625

		Mar-05		2870

		Apr-05		2854

		May-05		3326

		Jun-05		4280

		Jul-05		4564

		Aug-05		5259

		Sep-05		5242

		Oct-05		4367

		Nov-05		4630

		Dec-05		7197

		Jan-06		9715

		Feb-06		9103

		Mar-06		9666

		Apr-06		11121

		May-06		11976

		Jun-06		10047

		Jul-06		14191

		Aug-06		19660

		Sep-06		24565

		Oct-06		37444

		Nov-06		37439

		Dec-06		28531

		Jan-07		27221

		Feb-07		16463

		Mar-07		20871

		Apr-07		55643

		May-07		37438

		Jun-07		31709

		Jul-07		30999

		Aug-07		32079

		Sep-07		28015

		Oct-07		34266

		Nov-07		23630

		Dec-07		25328

		http://www.antiphishing.org/reports/APWGPhishingActivityReport-December2004.pdf

		http://www.antiphishing.org/reports/apwg_report_DEC2005_FINAL.pdf

		http://www.antiphishing.org/reports/apwg_report_december_2006.pdf

		http://www.antiphishing.org/reports/apwg_report_dec_2007.pdf





Chart-Phishing Sites Per Month

		38247

		38277

		38307

		38337

		38367

		38397

		38427

		38457

		38487

		38517

		38547

		38577

		38607

		38637

		38667

		38697

		38727

		38757

		38787

		38817

		38847

		38877

		38907

		38937

		38967

		38997

		39027

		39057

		39087

		39117

		39147

		39177

		39207

		39237

		39267

		39297

		39327

		39357

		39387

		39417



Unique Phishing Sites

Date

# of Sites

Unique Phishing Sites Per Month

546

1185

1546

1707

2560

2625

2870

2854

3326

4280

4564

5259

5242

4367

4630

7197

9715

9103

9666

11121

11976

10047

14191

19660

24565

37444

37439

28531

27221

16463

20871

55643

37438

31709

30999

32079

28015

34266

23630

25328




