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ABSTRACT

At the 2008 MIT Spam Conference, KnujOn introduced its new approach to fighting spam: Policy Enforcement. While the presentation and paper was well received, much skepticism still existed. A year later, the situation has changed dramatically. We present here the results of the past year's work.  Many more domain names have been suspended, more registrars were sent breach notices by ICANN, more registrars lost their accreditation, and several ISPs discontinued servicing known, bad actors. ICANN has upgraded its complaint system to accommodate bulk complaint submissions. In addition, several organizations and individuals began to provide assistance to KnujOn’s efforts.  
1. INTRODUCTION

Policy Enforcement is the main focus of KnujOn’s research, but in addition policy reform and sunshine are used. Enforcement seeks to find the existing policies that can be used to cut into spam and crime. These policies are generally in ICANN’s Registrar Accreditation Agreement (RAA) which each registrar must sign. Anyone who writes or enforces policy knows that it is critical the policies be constructed with care to avoid unanticipated and unpleasant consequences downstream. Policies are not best created in a contract, but rather the contract should be created with a policy in mind. Unfortunately, ICANN does not have a separate policy for registrars, so the contract must be the source document. In one view, KnujOn is performing contract enforcement.
The domain registrars have been our target, because they hold the most promise of curtailing spam, malware and crime by virtue of their unique ability to suspend the domain name of an Internet site. They are not the only players who should be looked at, but they are an important one. Other players include ICANN itself, the ISPs, the domain resellers, law enforcement and government agencies. In some areas, such as illicit pharmacies, national professional organizations, intellectual property lawyers and drug manufacturers also have roles to play. All of this is part of the infrastructure that is constantly under attack by the criminals. Figure 1 shows the front end of the Internet and the criminal ecosystem.  

Last year our approach of targeting transaction sites rather than spam source sites was shown to be technically correct by a research paper from UCSD.1   This year we have a similar event. Our approach of suspending domain names at the registrar has been technically shown to be the best way to disrupt a fast-flux botnet operation in a paper by Jose Nazario and  Thorsten Holz. The also note the difficulty in gaining the cooperation of registrars.
“To globally disrupt a fast-flux hosting operation, one must shut down the domain name at the registrar level. Unfortunately, this is often a tedious and time-consuming job, especially given the fact that not all registrars respond to abuse complaints. Alternatively, a fast flux botnet can be shut down if the mothership systems are taken offline. This has proven difficult to achieve in practice because these systems are often located in complicit or hostile networks which do not respond to abuse complaints.16”

We propose two views of the criminal ecosystem,. First, the view of law enforcement and supporting organization such as Spamhaus and secondly, the KnujOn view. Law enforcement looks at the criminals and their behavior, such as identity theft, credit card fraud, botnets, spammers, hijackers and so forth. Their main work consists of investigations and hopefully arrests. Spamhaus is well known for identifying spammers and, along with others, providing block lists of known bad IP addresses.

KnujOn’s view is that the world of the criminals looks just like that of the legitimate world, except for the misuse of the parts of the world. For example, fast flux is used as a legitimate way of load balancing for high volume network providers. It is also used by criminals to hide their malicious sites. 

Pharmacies are a helpful addition to the Internet because they can bring down the costs of prescription medications. Criminals have put up unlicensed pharmacy web sites which are illegal almost everywhere because they lack a license. Generally they do not require a physician’s prescription, also against the law. They have been known to extend the illegal activity by selling stolen drugs, out of date drugs, pretend drugs or simply send nothing. They appear as pharmacies, but instead are just criminal enterprises. 

Domain resellers are a legitimate part of the environment, even sites such as Yahoo can be a reseller, but again, the reseller channels are used to bypass the normal, although weak, controls to acquire domains for criminal use. There are many other examples of how the legitimate world is infected by criminals. 

KnujOn’s work is to locate the bad actors and find the weak links in policy to mitigate them. We have used both existing policy enforcement, such as whois data accuracy, and also made efforts to reform policy, such as insist on transparency for ICANN and others in the infrastructure. One example is to have ICANN’s list of registrars be factually correct concerning the simple address and contact information.  This took several months of sunshine to be repaired. 

The US Department of Commerce oversees the Joint Project Agreement (JPA) with ICANN. The JPA is an agreement, but it does provide a source of policy, as does the RAA.  From here ICANN has agreements, Memorandums of Understanding (MOU), loose affiliations and direct supervision of a multitude of organizations, all of which makes up the front end of the infrastructure. It is also provides the pathways for the criminals to corrupt the system as whole and the parts in particular.
KnujOn targeted the registrars because they have a contract with ICANN and because they have a special role to play on the Internet by virtue of assigning domain names. The suspension of a domain name has serious consequences for a criminal enterprise, especially if it is a botnet controller or a site that collects money or personal information. KnujOn’s daily spam collection and complaint filing, helps to accomplish this.

We appreciate other successful approaches, such as that of HostExploit.com, where Autonomous System Numbers (ASN) are used to shine a bright light on criminal organizations, which encourage ISPs to stop doing business with them, such as Atrivo and McColo. It has become obvious that it will take the broader community with as many approaches as possible to fix the general problem.

We also know that one other important factor is the financial approach. If there is no conduit for finds to be transferred, then a major incentive for criminal behavior is removed.  The financial world includes the credit card companies and banks, PayPal, any merchant that accepts funds and any entity that spends money. Brian Krebs posted a story on March 20, 2009 in his Security Fix blog which detailed the shutdown of TrafficConverter2.biz, infamous for Antivirus360 & Antivirus2009. A popup would appear on the user’s screen saying that the machine was infected and the user needed to click on something to clear it out. Of course, malware was installed instead.  Visa and MasterCard visited a German bank and shutdown the ability of them to be money transfer agent. See Figure 2. This is probably the only approach that has more of an impact that Policy Enforcement.
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Figure 1 The Front end Infrastructure
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Figure 2 Financial Worlds

2.  RESEARCH

The data collection focuses on the spam submissions, which are aggregated to find the worst registrars based on four main criteria. The research looks at the infrastructure for Internet governance, including contracts, policies, rules, procedures, as well how truthful and transparent it all is. There are threats beyond the criminal element, such as who controls the DNS root in the future and whether or not ICANN will be under the jurisdiction of the US government after the current JPA expires, but these problems are not part of the research, as of yet, although KnujOn did participate in the JPA midterm review by posting public comments.5
ICANN
ICANN is a part of the research because it is one end of the RAA. The registrars are not interested in making improvements to the RAA, so our Policy Reform work has pressed ICANN to make improvements and to enforce that which already exists.

Last year KnujOn suggested several reform measures that would help to lower spam volume levels.

From the recommendations in last year’s paper6:

      “It is all fairly straightforward: ICANN should: 

1. Fix the WDPRS

2. Enforce the rule of WHOIS Data Accuracy 

3. Audit the Registrars

4. Terminate the registrars who do not follow the rules “

Some of them have been implemented, such as number 1, the upgrade of the Whois Data Accuracy Problem Report System (WPDRS). The upgrade objective was to improve the existing one-at-a-time complaint access and to add a separate bulk complaint access, which requires permission from ICANN and is password protected. This has only recently been made available, so it is too early to evaluate its effectiveness, but we are hopeful because KnujOn had input into the process.
Number 4 on the list has not been fully implemented, but there have breach notices that caused improvements in the behavior of some registrars and some registrars have lost their accreditation. We see this as an improvement and expect it to continue to improve. ICANN implemented data escrow for the registrar domain data to prevent the kind of problems generated by the takedown of RegisterFly in 2007. This makes it easier to take away a registrar’s accreditation and transfer the domains to another registrar(s).
Number 3, auditing of the registrars, is still left to organizations such as KnujOn, but more interested parties are making their voices heard.  
Number 2 is still an issue. The registrars, in general, will correct whois data when notified. A few will not. Overall the registrars resist correcting the data. As a group, registrars do not verify whois data when a domain name is registered. This problem has existed from day one and will not be easily fixed, in spite of calls from many different constituencies. It is the single most helpful technique to mitigate spam available for the simple reason that spammers and bad actors in general lie on their applications, for obvious reasons.  

The main source of the problem is that the registrars are permitted by the current Registrar Accreditation Agreement, the main source of policy, to choose between either verifying user information upon registering for a domain name or sending out a periodic notice to all registrants telling them to check to see if their information is correct, and fix whatever is incorrect. It should be obvious that anyone who purposely lied when registering is unlikely to fix their lies. This is a major policy reform that should be incorporated into the RAA, that is, change to “or” to an “and,” so that both are required. While this does place a burden on the registrars, it helps to alleviate a much greater, collective burden on the Internet and all of its users. The burden is not really much more than the registrars have when verifying credit cards.
ICANN made great strides toward improving its overall operation. The Registrar Date Escrow program was implemented, more compliance staff was hired, a new Chief Operations Officer was hired, RAA recommendations have been put in place and a public comment period was held, the Add Grace Period (AGP) was eliminated, along with Domain Kiting and several studies have been undertaken.  More studies are under serious consideration

KnujOn attended the ICANN meeting in Cairo last November, presenting to the At Large Advisory Committee (ALAC) and attending the ALAC meeting with the Registrar Constituency. The results included an invitation by ALAC for KnujOn to become and ALAC At Large Structure, which gives KnujOn a formal role in policy development. This has since been approved.  

An important related ICANN change includes the resignation of Paul Twomey, President and CEO, at the Mexico City ICANN meeting the first week of March. We have no opinion on whether this is good or bad, but it will certainly cause changes in ICANN. During that same meeting, KnujOn was involved with panels on e-crime and registration abuse, and also worked on the RAA amendments recommendation papers.

We believe that our efforts helped bring about some of the changes, in part because of the awareness of the problems and the potential solutions which ICANN could provide. It also seems to be true that many more people believe the time has come to mitigate spam and its consequences.

3.  RESULTS

The results of the whois data accuracy shutdowns has continued on the same pace for the past year, however, we expect the numbers to increase now that the bulk complaint system is in place. We have been able to easily produce about 3000 complaints per day, which means the old complaint system would fail in just over two weeks, but now we expect that number to rise to closer to 10,000 per day. The completed KnujOn shutdowns or registrar domain name suspensions are approaching 300,000, still not enough when compared to the total number of domains on the Internet. Nobody really knows how many are owned by bad actors, but we are sure it is much more.
Last year, we promised to make public the top ten worst registrars, those who had the worst record according to our data as a spam source, the spam-friendly registrars. The original criteria presented has been somewhat refined, but is essentially the same.  The first list was published in May 2008, a couple of months after the MIT Spam conference. The list is as follows:
1. Xin Net Bei Gong Da Software

2. Beijing Innovative Networks

3. Todaynic

4. Joker

5. eNom, Inc.

6. MONIKER

7. Dynamic Dolphin

8. The Nameit Co/AITDOMAINS.COM

9. PDR/Directi

10. Intercosmos/DIRECTNIC

The second list was published February 2009 as follows:
1. XIN NET (Second Time at #1) 

2. eNom
3. Network Solutions (Now working with us)
4. Register.com 

5. PLANETONLINE
6. RegTime (First time a Russian registrar is on our list) 
7. OnlineNIC
8. SpotDomains (domainsite)
9. Wild West (GoDaddy owned)
10. HICHINA Web Solutions
So what happened? For starters, Beijing Innovative Networks and Joker were issued Breach Notices by ICANN. They were basically told to clean up their operation or risk losing their accreditation, which would effectively take them out of the domain industry. From what we've been told by ICANN they took the notices very seriously and made changes to their operation.  This is precisely how the system is set up to work. The RAA keeps the registrars in line as long as ICANN enforces it.
TodayNIC contacted KnujOn directly and assured us that they were aware of some issues and were working aggressively to fix them. After various revelations about Dynamic Dolphin surfaced and successful lawsuits against Scott Richter concluded, their name came up less and less. Directi furiously defended themselves in light of this report and others, but their presence in these statistics was likely driven by two factors: a contract with the failed EstDomains and certain resellers who were abusing Directi's service. Since then Directi has terminated thousands of illicit domains. Moniker was highly critical of KnujOn's report but apparently was influenced by it one way or another because their counts dropped as well. Intercosmos/DIRECTNIC has been suspending every domain found with a policy violation. The change at The Nameit Co. is due to ICANN investigation of their practices and consideration of a breach notice as stated in ICANN’s February issue of the semiannual compliance report.11

This leaves us with the two holdovers: Xin Net and eNom, Inc..Neither company responded to this report nor did they take verifiable steps to curb the cited abuses. In the case of Xin Net, their numbers were much worse than Beijing Innovative Networks, but for reasons unknown to us they were not issued a breach notice by ICANN even though we recommended it.
KnujOn’s criteria are as follows:

1. The raw number of domains held by the Registrar advertised in spam
2. The number of spam messages used to advertise those domains
3. The percentage of the whole Registrar portfolio that the spammed domains represent
4. The rate of spam messages per spammed domain
KnujOn has tried to consider the size of the registrar so that they are not unfairly penalized, whether or not they make genuine efforts to control abuse and whether or not they cooperate with us or other spam fighting organizations when presented with verified and verifiable data. We do not expect them to simply take our word for it, even if we have established a trust relationship with them.  We do expect that the will try to verify our data. It should be stressed that in spite of a general resistance from the Registrar Constituency to our work, there is growing number of registrars that are becoming more open to our data. 

No matter how you look at the data or the criteria, one feature stands out, both last year and this year: The bulk (80% or more) of spam comes from a small handful of registrars.  This means the problem is largely contained and is tractable. 

 Domain Name Wire (http://domainnamewire.com/tag/spam/), which claims to be the most registrar-read web news, decided to re-rank the second list. They used only the third of out four criteria to come up with their list.
“I propose a simpler methodology, and that is to only consider stat #3. KnujOn was nice enough to send me data on the top 10 registrars with regards to #3:”
1. 38.7% PLANETONLINE
2. 5.3% REGTIME
3. 1.0% SPOTDOM (domainsite)
4. 0.9% XINNET
5. 0.8% ONLINENIC
6. 0.4% ENOM
7. 0.2% NAME.COM
8. 0.2% REGISTER.COM
9. 0.2% NETSOL
10. 0.2% HICHINA WEBSOLUTIONS
11. 0.1% DOMAIN DISCOVER
12. 0.1% TUCOWS
13. 0.1% WILDWESTDOM
14. 0.1% FABULOU S

KnujOn, of course, has no problems with others reordering our data, as long as proper credit is given and a reasonable explanation is provided. In the case of Domain Name Wire, KnujOn gave them raw data to work with. Different viewpoints can certainly add to other plausible and valuable interpretations. Our main goal is to invert the 90/10 ham to spam ratio, not to tear down the registrar community. We recognize that any registrar can end with spammers despite their best efforts and are willing to support any effort that helps achieve that goal.
We offer the following table with some of the raw data.

	Registrar
	 
	Total Portfolio
	 
	Spam Instances
	 
	Abused Domains
	 
	Percent of
Portfolio
	 
	Average spam
per domain
	

	XINNET
	 
	1,030,000
	 
	3,228,041
	 
	9,346
	 
	0.9
	 
	345.4
	

	ENOM
	 
	8,840,000
	 
	1,294,595
	 
	32,610
	 
	0.4
	 
	39.7
	

	NETSOL
	 
	6,630,000
	 
	582,583
	 
	11,105
	 
	0.2
	 
	52.5
	

	REGISTERCOM
	 
	2,750,000
	 
	308,738
	 
	5,228
	 
	0.2
	 
	59
	

	PLANETONLINE
	 
	53,202
	 
	89,638
	 
	20,604
	 
	38.7
	 
	4.4
	

	REGTIME
	 
	29,141
	 
	84,123
	 
	1,552
	 
	5.3
	 
	54
	

	ONLINENICINC
	 
	1,170,000
	 
	61,076
	 
	9,624
	 
	0.8
	 
	6.34
	

	SPOTDOM
	 
	363,756
	 
	50,244
	 
	3,752
	 
	1
	 
	13.4
	

	WILDWESTDOM
	 
	3,240,000
	 
	54,203
	 
	3,106
	 
	0.1
	 
	17.5
	

	HICHINAWEBSOLUTIONS
	 
	665,170
	 
	44,811
	 
	999
	 
	0.2
	 
	44.9
	


  The registrars have had problems in the past that were documented in a 2005 report by the ICANN Security and Stability Committee on Domain Hijacking, the same problems as are seen in relation to the bad actors for spam, malware, phishing, etc. They have apparently not learned any lessons from the past. Two examples of finds from the report, which are relevant follow:

Finding (2) Registrant identity verification used in a number of registrar business processes is not sufficient to detect and prevent fraud, misrepresentation, and impersonation of registrants.

Finding (6) Accuracy of registration records and Whois information are critical to the transfer process. 
The report is in depth and detailed, but the important point here is that they came to similar findings as we have, but nothing was done to correct the problems. In fact as recently as January 2009, the Israeli registrar DomainTheNet was compromised by a Moroccan group calling themselves “Team Evil,” which shows the failure to learn from other registrar compromises.

All of this begs for better oversight of registrars by someone, either ICANN, the US Federal government or some national (or international) body, which does not yet exist. This goes to recommendation three from last year, audit the registrars. This year, we feel that the audit should have some teeth, along the lines of the FDIC auditing a bank, which could result in shutting down the bank if they are not up to standards.
4. REFORM RECOMMENDATIONS
We are obviously not finished in spite of the progress made this past year. The whois data accuracy problem has yet to be solved. There are still changes to the RAA that need to happen. The problem of privacy protection must be solved for those who are abusing it.  
Moreover, it is time for Law Enforcement (LE) to really step up its activity. There has been some success by LE, but not enough. It is recognized that there is little LE can do overseas without some sort of agreement in place, but our research shows a large number of non-US organizations have servers on US soil and that can be handled by US LE. The federal government agencies that oversee business, commerce and licensed operations (such as pharmacies) also need to step up their enforcement activities.
The whois issue must be clearly stated that is not about individuals who are trying to shield themselves from dictatorial governments or whistleblowers, who need anonymity. This is about commercial enterprises which do not get this type of privacy anyway. The whois data must be accurate, especially since criminals lie on such applications. The fix to the RAA that will set this in motion is the change from “or” to “and” in section 3.7.8.
Privacy protection is a service offered by registrars to shield registrants from the public eye. This service is mainly used by criminals to hide themselves from accountability. ICANN requires that there be an email contact for the administrative and technical people. This shielding does not meet that standard, especially when the email address is a random number generated daily or hourly.
These are more difficult policy changes, but we are again hopeful that this coming year will see more success in fighting spam. 
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