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Abstract

Identity theft is a widespread crime against consumers and phishing is a popular method used to steal a person's identity or financial information. Anyone with an email account is a potential victim and organizations need to stress to their employees the risks of email. To address this problem, this research study sought to determine if consumer education was a solution to combat identity theft. Specific characteristics including age, gender, education, knowledge of phishing or online habits were analyzed to determine their impact on the participant’s ability to identify legitimate or fraudulent email messages. Quantitative data was collected by showing participants ten email messages and quizzing them on their ability to correctly categorize the messages. The results show the variables listed above did influence the participant’s ability to correctly identify email messages. 
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I. INTRODUCTION

A. Background


Because of the growing trend to bank online, phishing will remain one of the most visible threats in 2006 (Business Wire, 2006). With more people participating in online activities like reading email or shopping, the likelihood of becoming a victim of identity theft increases. A discussion by Krause (2005) suggests the possibility of education as a deterrent to phishing and Deborah Majoras, Federal Trade Commission Chair, agrees (FTC & Partners, 2005). Consumer education and training ranges from ensuring the public's awareness of phishing and identify theft to prosecuting those guilty of identity theft and making the trial and conviction process public knowledge. A 2006 article, however, has shown the level of detail of a phishing technique is so high (Krebs, 2006) that even a very knowledgeable consumer may become a victim. In the Krebs article, members of a credit union in Utah became victims because the phishers used very detailed information to appear legitimate. The phishers sent emails looking like they came from the credit union, had links with Secure Sockets Layer (SSL) certificates and even included the first six digits of member's account number. Most members were unaware that all accounts started with the same first six digits so they did not question the authenticity of the phishing attempt. Joan Lockart, Vice President of Marketing at GeoTrust, a company entrusted with ensuring SSL certificates are issued to only valid businesses, said certificate issuing employees did not question the authenticity of this request because it appeared to be from a legitimate business (Krebs, 2006, p. 3). Because this site was issued a valid certificate, education and training may not have prevented consumers from accessing it and getting phished.

Additionally, phishers are not just targeting consumers. They are going after large corporations in an attempt to gather proprietary information and to use it as a form of web extortion. They use email appearing to be from a headquarters or central office within the organization and ask employees to provide updates on their projects, financial information or research and development information not currently released to the general public. Because this is a simple process and the emails look authentic, employees respond and later realize the information they provided has been sold to a competitor or is being used against their company for financial gain (Anonymous, 2005).

B. Research Questions


A previous study focused on why phishing works (Dhamija, Hearst & Tygar, 2006) and explored social engineering as a factor in phishing attacks. Another study (Leyden, 2006) focused on web links and how even sophisticated users were fooled. Little research, however, was available on the variables influencing the learning process of consumers specific to phishing so this lack of documentation led to the following research questions:

1. How do the characteristics of age and gender impact a participant's ability to correctly identify legitimate and fraudulent emails?

2. What other characteristics impact a participant's ability to correctly identify legitimate and fraudulent emails?

C. Application

This study has broad applications because anyone who has an email address is a potential phishing target and many organizations educate their employees on web security but do not measure the effectiveness of their training program. For this study, the factors of age, gender, education (defined as college credits), knowledge of phishing and online shopping habits were explored to determine if they influenced a participant's ability correctly categorize emails as legitimate or fraudulent. The results may be applied to corporate training programs on topics beyond identity theft and phishing as a way to determine the success of such a program.

D. Assumptions and Limitations

The first assumption was that participants would be willing to provide their generic demographic information to the researcher and some participants did not, so their results were not included. A second assumption was that no technological advance would eliminate the need for identity theft and phishing education because as the technology gets better at identifying fraudulent email and blocking it, phishers get better at hiding their intentions and finding ways around the improved technology. The third assumption was that participants receiving the training would remember the information or refer to the handouts that were provided for future use. Because participants may not currently be receiving phishing emails, they may not remember what was covered in the training course. 


The first limitation was that correctly identifying emails will not completely eliminate the possibility of someone becoming a victim of identity theft - this research was limited to email and did not cover advanced phishing techniques aimed at cell phone users, voice-over-IP (vishing) or SMS users (smishing). Additionally, the survey participants were limited to employed adults, knowing anyone with an email account (child or adult, and employed or not) are potential victims.

E. Nature of the Study


This study consisted of 153 adult employed participants with an email account. The participants completed a consent form and brief demographic survey prior taking a quiz testing their ability to appropriately identify emails. Following the quiz, participants were given information on identity theft and phishing, to include specific indicators of phishing emails and then they retook the same quiz. After the second quiz, participants were shown the results of their quiz, given information on why a particular email was legitimate or fraudulent and provided sources on where to get more information on identity theft and phishing. Finally, the results of the first and second quizzes were compared to determine if age, gender, education, knowledge of phishing or online habits had an impact on the difference in test scores.

II.  METHODOLOGY

A. Philosophy


Numerous articles and studies on phishing and identity theft have been written warning of the dangers associated with replying to such requests, yet phishing is still a problem because consumers are willing to provide their personal information to individuals and organizations that request it. This research focused on a viewpoint of consumer education and training, how it related to consumer responses and if age, gender, education, knowledge of phishing or online habits influenced a participant's ability to retain the information following a training program. As consumers gain more knowledge about phishing and identity theft, the phishers get more advanced, making it harder to detect fraudulent email.

B. Methodology


This study was a fixed design involving a quasi-experimental quantitative study with pre- and post-tests administered to the same group of participants. Participants completed a consent form prior to the survey, giving them the choice of opting out of the study at any time without any repercussions. Then, generic demographic information was collected. This information was used to track the differences in test scores. Next, participants were given a quiz to test their knowledge of phishing. This quiz and demographic survey were similar to the one used at the University of South Carolina, Beaufort, where the success of phishing was studied (Boulware, Folsom & Guillory, 2005). This study, however, went beyond the previous study in that the participants were tested twice. After the initial test, the results were collected and participants were given information on identity theft and phishing. Finally, participants were given the same test again and the results from both tests were compared to determine if age, gender, education, knowledge of phishing or online habits influenced a change in their test scores.

C. Population


The exact number of adults employed in Utah with an email account is not known, but is expected to be over one hundred thousand based on census statistics (U. S. Census, 2009) and computer ownership (Ohlemacher, 2005). Therefore, a sample size of over 383 was preferred. Due to time and geographic constraints, only 153 participants were contacted. The population consisted of participants from various organizations including real estate employees, state employees, federal employees including those in medical, financial, human resources, information technology and security positions, financial advisors, financial institutions and physicians. All participants were informed of the format of the test, given the option of not participating, made aware of how their identity was protected (no personal information was collected) and told how the results would be published.

D. Instrumentation and Data Collection

The instrumentation was similar to one used by Boulware, Folsom and Guillory (2005) but with a few modifications. Their survey was sufficient for testing the ability to recognize phishing and legitimate emails, but no information on phishing was provided and only a single test was conducted. For this research, the survey consisted of a two-page survey (shown in the Appendix). Page one consisted of general demographic information used to establish a baseline for participants. Page two, which was used twice, was the answer sheet to the quiz used to track the participant's ability to correctly identify emails. Scores from each quiz were based on the number of correct choices the participants made when shown email messages. Because each quiz consisted of 10 questions, the maximum score a participant could receive was 10 out of 10. After both quizzes, the pre- and post- results were compared. The outcome of the tests provided additional information for the research questions. 

III. RESULTS

A. Findings

Of the 153 received surveys, 141 were usable, meaning all answers were completed, there were no multiple answers and all answers were legible. No participant answered all the quiz questions correct on the pre-test and two answered all the quiz questions correct on the post-test. 

· A breakdown of the participant's demographic information follows: 

· Age categories included 18-35 (38), 36-50 (46) and 51 and above (57). 

· Gender included 56 female and 85 male participants. 

· Education level included no college (5), some college (27), Bachelor’s degree (69), Master’s degree (33) and beyond Masters (7). 

· Knowledge of phishing included none (21), somewhat (99), knowledgeable (19) and expert (2). 

· Online connectivity was either 1-5 times per week (27) or 6 or more times per week (114). 

· Paying bills online resulted in yes (90) and no (51). 

· Checking account balances resulted in yes (119) and no (22). 

B. Summary

The data collected showed no single variable as having a significant impact on pre and post-test scores. Specific to the research questions, the data showed age and gender impacted the participant’s ability to correctly identify email messages. Males scored higher on the pre-test (6.55) than did females (6.50), but females increased their scores more (6.91) than males (6.82). Additionally, factors of education, knowledge of phishing, frequency on online connectivity, paying bills online and checking balances online impact a participant’s ability to identify email messages, although not significantly.

IV. DISCUSSION

A. Analysis

Age and gender were explored to determine their impact on a participant’s success in correctly identifying email messages for research question one. The data in Table 1 shows age impacted a participant’s scores. Each age category scored differently on the pre and post-tests. The 18-35 category and 51 or above category increased their scores the most (6.87 to 7.26 and 6.23 to 6.63) and the 36-50 category increasing the least (6.63 to 6.80). Gender also impacted test scores as shown in Table 1. Males scored higher on the pre-test (6.55) than females (6.50) and females scored higher on the post-test (6.91) than males (6.82).
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Table 1. Age and Pre/Post-Test Scores
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 Table 2. Gender and Pre/Post-Test Scores

Exploring the second research question showed education did impact the participant’s test scores, as shown in Table 3. The some college category scored the lowest on the pre-test (6.37) with beyond Master’s scoring the highest (7.29). On the post-test, the Master’s category scored the highest (6.55) and no college scored the lowest (6.60). Some college had the largest increase in test scores from 6.37 to 6.81 and beyond Master’s had their test scores decrease between the pre- (7.29) and post-tests (6.86). The two participants answering all the post-test questions correctly were in the some college and Master’s categories.
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Table 3. Education and Pre/Post-Test Scores

B. Interpretation

The data was interpreted by realizing all the factors influencing the participant’s test scores. It was expected that age, gender and education would impact test scores. Knowledge of phishing, frequency of online connectivity, paying bills online and checking balances online were expected to have a larger impact on test scores because these showed the participants confidence level with online connectivity. In other words, a person with little or not confidence in online transactions would not be expected to conduct business (pay bills or check balances) online and would be not be expected to recognize phishing emails. People who frequently engaged in online activities were expected to score higher as their confidence and awareness would be higher. 

Knowledge of phishing, frequency of connectivity and paying bills online did not have a significant impact on post-test scores. Age was inconsistent in that the middle age group increased their scores the most. As age increased, the pre and post-test scores decreased, meaning each age group improved their scores from the first to the second test, but the score for each age group was lower than the previous group. Additionally, as age increased, the increase of scores from the pre- and post-tests decreased, possibly indicating the participants did not learn as much or retain as much from the presentation. Males had a higher pre-test score than females and both genders increased their post-test scores, but females increased more. However, the difference between the genders on pre and post-test scores is .33 of a point, meaning their overall increase was very small. Additionally, two participants (one male and one female) answered all the questions correctly. All education categories except for beyond Master's increased test scores between pre and post-tests with participants in the some college category increasing by .44 of a point. Surprisingly, participants in the beyond Master's category decreased their scores between the pre (7.29) and post-test (6.86), meaning education did not impact their scores. Also of note is that each category scored higher than the previous one on pre and post-tests except for no college (6.40) and some (6.37) (pre-test) and beyond Master's on the post-test, as shown in table 3.

C. Recommendations


Future studies need to focus on the impact of correctly identifying a message as phishing or legitimate, rather than just counting the number of correct answers. For example, in this study, four of the email messages were legitimate and the other six were phishing. Participants may have correctly identified all the legitimate messages but may have marked a phishing email as legitimate. Doing so does not assume they will respond to it if they mark it as legitimate but does increase the chance they might. Conversely, marking a legitimate email as a phish is a wrong answer on the quiz but is safer because this may prevent consumers from responding and providing personal information to any email messages. 


Additionally, future studies not only should focus on the factors that influence the participant’s ability, but also on why. For example, this study shows age as having an impact on the participant’s ability to categorize email messages correctly (the 18-35 group had the highest pre and post-test scores and these scores decreased with age) but does not indicate why. Older participants may be more likely to retain information from a training program because they connect online less frequently and are more interested in knowing the risks associated with online activity, resulting in their increased test scores. Because the success rate of a phish is between 5% (Knight, 2004; Thompson, 2006) and 11% (Jakobsson & Ratkiewicz, 2006), knowing why factors influence a participant's ability to recognize phishing emails is important to keep consumers protected from identity theft and to develop appropriate methods to educate and train employees and consumers.

D. Summary


Identity theft will continue to be a crime against consumers and phishing will continue to be a common method used to steal identities and protected information. Advances in software will prevent some types of phishing, as will anti-phishing tool bars, black and white-lists for domain names, active participation from ISPs tracking the creation of fraudulent web pages and stiffer penalties for criminals who commit these crimes. However, educating people to make them knowledgeable consumers, will continue to be an area in need of improvement because phishing is based on social engineering. As the technologies get better at finding phishers, phishers will get more creative and will find ways around detection devices, software tools and other preventative measures.

This study explored demographic variables to determine how they influence participants' scores. Each age group scored differently and gender influenced test scores as did education level. However, these influences were not consistent. It was expected that more educated participants would perform better on the tests and increase their scores the most but this was not found in all education categories, therefore, leading to the need for more research.

As previously stated, anyone who has an email address is a potential phishing target. Many organizations educate their employees on web security but do not measure the effectiveness of their training programs. Because factors such as age, gender, education, knowledge of phishing and online shopping habits can influence a participant's ability to identify email messages and retain information, corporate education and training programs need to be tailored to the participant's demographics to prevent successful future phishing attempts.
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VI. SURVEY INSTRUMENT

Instructions

Please circle the appropriate answer and note that only one answer per question is permitted.

1. Age

18-35

36-50

51 or above

2. Gender
Female

Male

3. Education Level

No college
Some college


Bachelor's Degree
Master's Degree
Beyond Master's

4. Knowledge of phishing



None


(didn't know what it was)



Somewhat

(have heard of it)



Knowledgeable
(know what a phishing email looks like)



Expert 


(have read articles and research on phishing)

5. How many times in the past week have you been online?

1-5 times

6 times or more

6. Do you pay bills online?

Yes

No

7. Do you check your account balances (bank or credit union, credit card, loan, online?

Yes

No

For the questions listed below, circle the correct answer for the email you will be shown:

1. CFCU

Legitimate

Phishing

2. Chase

Legitimate

Phishing

3. Chase

Legitimate

Phishing

4. SBC


Legitimate

Phishing

5. eBay

Legitimate

Phishing

6. Comerica

Legitimate

Phishing

7. Capital One

Legitimate

Phishing

8. PayPal

Legitimate

Phishing

9. PayPal

Legitimate

Phishing

10. Mastercard

Legitimate

Phishing

Note: From "Gone Phishing," by Boulware, R. D., Folsom, W. D., & Guillory, M. D., 2005, Business & Economic Review, 52(1), 29-31. Copyright 2005 by the Name of Copyright Holder. Adapted with permission.
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		Table 1

										Valid		Cumulative

						Frequency		Percent		Percent		Percent

		Valid		Note		21		14.9		14.9		14

				Somewhat		99		70.2		70.2		85.1

				Knowledgeable		19		13.5		13.5		98.6

				Expert		2		1.4		1.4		100

				Total		141		100		100

		Table 2

										Education		Pre-Test		Post-Test

						Age		Gender		Level		Score		Score

		N		Valid		141		141		141		141		141

				Missing		0		0		0		0		0

		Mean				1.13		0.6		2.07		6.53		6.86

		Median				1.00		1.00		2.00		7.00		7.00

		Mode				2		1		1		6		6

		Std. Deviation				0.81		0.49		0.88		1.33		1.18

		Table 3

														95% Confidence

														Interval for Mean

										Std.		Std.		Lower		Upper

						N		Mean		Deviation		Error		Bound		Bound		Min		Max

		Pre-Test		18-35		38		6.87		1.474		0.239		6.38		7.35		2		9

		Score		36-50		46		6.63		1.271		0.187		6.25		7.01		2		9

				51 or above		57		6.23		1.239		0.164		5.90		6.56		2		9

				Total		141		6.53		1.334		0.112		6.31		6.75		2		9

		Post-Test		18-35		38		7.26		1.245		0.202		6.85		7.67		5		9

		Score		36-50		46		6.80		1.147		0.169		6.46		7.15		5		*

				51 or above		57		6.63		1.096		0.145		6.34		6.92		5		*

				Total		141		6.86		1.175		0.099		6.66		7.05		5		*

		Table 4

														95% Confidence

														Interval for Mean

										Std.		Std.		Lower		Upper

						N		Mean		Deviation		Error		Bound		Bound		Min		Max

		Pre-Test		Female		56		6.50		1.079		0.144		6.21		6.79		3		8

		Score		Male		85		6.55		1.484		0.161		6.23		6.87		2		9

				Total		141		6.53		1.334		0.112		6.31		6.75		2		9

		Post-Test		Female		56		6.91		1.180		0.158		6.59		7.23		5		*

		Score		Male		85		6.82		1.177		0.128		6.57		7.08		5		*

				Total		141		6.86		1.175		0.099		6.66		7.05		5		*

				Value		df		(2 sided)

		Pearson Chi-Square		15.825a		14		0.324

		Likelihood Ratio		17.275		14		0.242

		Linear-by-Linear Association		5.511		1		0.019

		N of Valid Cases		141

		Table 13 Age - Post

								Asymp. Sig

				Value		df		(2 sided)

		Pearson Chi-Square		16.481a		10		0.087

		Likelihood Ratio		16.822		10		0.078

		Linear-by-Linear Association		6.282		1		0.012

		N of Valid Cases		141

		Table 14 Gender - Pre

								Asymp. Sig

				Value		df		(2 sided)

		Pearson Chi-Square		11.617a		7		0.114

		Likelihood Ratio		15.415		7		0.031

		Linear-by-Linear Association		.053		1		0.818

		N of Valid Cases		141

		Table 15 Gender - Post

								Asymp. Sig

				Value		df		(2 sided)

		Pearson Chi-Square		7.782a		5		0.169

		Likelihood Ratio		8.117		5		0.150

		Linear-by-Linear Association		.186		1		0.666

		N of Valid Cases		141

		Table 16 Education - Pre

								Asymp. Sig

				Value		df		(2 sided)

		Pearson Chi-Square		20.358a		28		0.851

		Likelihood Ratio		22.460		28		0.760

		Linear-by-Linear Association		1.458		1		0.227

		N of Valid Cases		141

		Table 17 Education - Post

								Asymp. Sig

				Value		df		(2 sided)

		Pearson Chi-Square		14.180a		20		0.821

		Likelihood Ratio		18.599		20		0.548

		Linear-by-Linear Association		.198		1		0.656

		N of Valid Cases		141

		Table 18 Knowledge - Pre

								Asymp. Sig

				Value		df		(2 sided)

		Pearson Chi-Square		31.065a		21		0.073

		Likelihood Ratio		29.038		21		0.113

		Linear-by-Linear Association		3.360		1		0.067

		N of Valid Cases		141

		Table 18 Knowledge - Post

								Asymp. Sig

				Value		df		(2 sided)

		Pearson Chi-Square		9.017a		15		0.877

		Likelihood Ratio		10.907		15		0.759

		Linear-by-Linear Association		.597		1		0.440

		N of Valid Cases		141

		Table 20 Frequency Online - Pre

								Asymp. Sig

				Value		df		(2 sided)

		Pearson Chi-Square		5.172a		7		0.639

		Likelihood Ratio		5.672		7		0.579

		Linear-by-Linear Association		.179		1		0.672

		N of Valid Cases		141

		Table 21  Frequency Online - Post

								Asymp. Sig

				Value		df		(2 sided)

		Pearson Chi-Square		2.123a		5		0.832

		Likelihood Ratio		1.864		5		0.868

		Linear-by-Linear Association		.111		1		0.739

		N of Valid Cases		141

		Table 22 Bills Online - Pre

								Asymp. Sig

				Value		df		(2 sided)

		Pearson Chi-Square		12.637a		7		0.81

		Likelihood Ratio		14.568		7		0.42

		Linear-by-Linear Association		6.994		1		0.008

		N of Valid Cases		141

		Table 23 Bill Online - Post

								Asymp. Sig

				Value		df		(2 sided)

		Pearson Chi-Square		7.349		5		0.196

		Likelihood Ratio		7.655		5		0.178

		Linear-by-Linear Association		4.854		1		0.028

		N of Valid Cases		141

		Table 24 Check Balances Online - Pre

								Asymp. Sig

				Value		df		(2 sided)

		Pearson Chi-Square		12.064a		7		0.098

		Likelihood Ratio		12.997		7		0.072

		Linear-by-Linear Association		5.683		1		0.017

		N of Valid Cases		141

		Table 25 Check Balances - Post

								Asymp. Sig

				Value		df		(2 sided)

		Pearson Chi-Square		8.765a		5		0.119

		Likelihood Ratio		11.961		5		0.035

		Linear-by-Linear Association		1.847		1		0.174

		N of Valid Cases		141
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		Table 1

										Valid		Cumulative

						Frequency		Percent		Percent		Percent

		Valid		Note		21		14.9		14.9		14

				Somewhat		99		70.2		70.2		85.1

				Knowledgeable		19		13.5		13.5		98.6

				Expert		2		1.4		1.4		100

				Total		141		100		100

		Table 2

										Education		Pre-Test		Post-Test

						Age		Gender		Level		Score		Score

		N		Valid		141		141		141		141		141

				Missing		0		0		0		0		0

		Mean				1.13		0.6		2.07		6.53		6.86

		Median				1.00		1.00		2.00		7.00		7.00

		Mode				2		1		1		6		6

		Std. Deviation				0.81		0.49		0.88		1.33		1.18

		Table 3

														95% Confidence

														Interval for Mean

										Std.		Std.		Lower		Upper

						N		Mean		Deviation		Error		Bound		Bound		Min		Max

		Pre-Test		18-35		38		6.87		1.474		0.239		6.38		7.35		2		9

		Score		36-50		46		6.63		1.271		0.187		6.25		7.01		2		9

				51 or above		57		6.23		1.239		0.164		5.90		6.56		2		9

				Total		141		6.53		1.334		0.112		6.31		6.75		2		9

		Post-Test		18-35		38		7.26		1.245		0.202		6.85		7.67		5		9

		Score		36-50		46		6.80		1.147		0.169		6.46		7.15		5		*

				51 or above		57		6.63		1.096		0.145		6.34		6.92		5		*

				Total		141		6.86		1.175		0.099		6.66		7.05		5		*

		Table 4

														95% Confidence

														Interval for Mean

										Std.		Std.		Lower		Upper

						N		Mean		Deviation		Error		Bound		Bound		Min		Max

		Pre-Test		Female		56		6.50		1.079		0.144		6.21		6.79		3		8

		Score		Male		85		6.55		1.484		0.161		6.23		6.87		2		9

				Total		141		6.53		1.334		0.112		6.31		6.75		2		9

		Post-Test		Female		56		6.91		1.180		0.158		6.59		7.23		5		*

		Score		Male		85		6.82		1.177		0.128		6.57		7.08		5		*

				Total		141		6.86		1.175		0.099		6.66		7.05		5		*

		Table 5

														95% Confidence

														Interval for Mean

										Std.		Std.		Lower		Upper

						N		Mean		Deviation		Error		Bound		Bound		Min		Max

		Pre-Test		No College		5		6.40		1.140		0.510		4.98		7.82		5		8

		Score		Some		27		6.37		1.363		0.262		5.83		6.91		2		8

				Bachelor's		69		6.52		1.335		0.161		6.20		6.84		2		9

				Master's		33		6.55		1.438		0.250		6.04		7.06		2		9

				Beyond		7		7.29		0.756		0.286		6.59		7.98		6		8

				Masters

				Total		141		6.53		1.334		0.112		6.31		6.75		2		9

		Post-Test		No College		5		6.60		1.342		0.600		4.93		8.27		5		8

		Score		Some		27		6.81		1.075		0.207		6.39		7.24		5		10

				Bachelor's		69		6.87		1.175		0.141		6.59		7.15		5		9

				Master's		33		6.91		1.234		0.215		6.47		7.35		5		10

				Beyond		7		6.86		1.464		0.553		5.50		8.21		5		9

				Masters

				Total		141		6.86		1.175		0.099		6.66		7.05		5		*

				Value		df		(2 sided)

		Pearson Chi-Square		15.825a		14		0.324

		Likelihood Ratio		17.275		14		0.242

		Linear-by-Linear Association		5.511		1		0.019

		N of Valid Cases		141

		Table 13 Age - Post

								Asymp. Sig

				Value		df		(2 sided)

		Pearson Chi-Square		16.481a		10		0.087

		Likelihood Ratio		16.822		10		0.078

		Linear-by-Linear Association		6.282		1		0.012

		N of Valid Cases		141

		Table 14 Gender - Pre

								Asymp. Sig

				Value		df		(2 sided)

		Pearson Chi-Square		11.617a		7		0.114

		Likelihood Ratio		15.415		7		0.031

		Linear-by-Linear Association		.053		1		0.818

		N of Valid Cases		141

		Table 15 Gender - Post

								Asymp. Sig

				Value		df		(2 sided)

		Pearson Chi-Square		7.782a		5		0.169

		Likelihood Ratio		8.117		5		0.150

		Linear-by-Linear Association		.186		1		0.666

		N of Valid Cases		141

		Table 16 Education - Pre

								Asymp. Sig

				Value		df		(2 sided)

		Pearson Chi-Square		20.358a		28		0.851

		Likelihood Ratio		22.460		28		0.760

		Linear-by-Linear Association		1.458		1		0.227

		N of Valid Cases		141

		Table 17 Education - Post

								Asymp. Sig

				Value		df		(2 sided)

		Pearson Chi-Square		14.180a		20		0.821

		Likelihood Ratio		18.599		20		0.548

		Linear-by-Linear Association		.198		1		0.656

		N of Valid Cases		141

		Table 18 Knowledge - Pre

								Asymp. Sig

				Value		df		(2 sided)

		Pearson Chi-Square		31.065a		21		0.073

		Likelihood Ratio		29.038		21		0.113

		Linear-by-Linear Association		3.360		1		0.067

		N of Valid Cases		141

		Table 18 Knowledge - Post

								Asymp. Sig

				Value		df		(2 sided)

		Pearson Chi-Square		9.017a		15		0.877

		Likelihood Ratio		10.907		15		0.759

		Linear-by-Linear Association		.597		1		0.440

		N of Valid Cases		141

		Table 20 Frequency Online - Pre

								Asymp. Sig

				Value		df		(2 sided)

		Pearson Chi-Square		5.172a		7		0.639

		Likelihood Ratio		5.672		7		0.579

		Linear-by-Linear Association		.179		1		0.672

		N of Valid Cases		141

		Table 21  Frequency Online - Post

								Asymp. Sig

				Value		df		(2 sided)

		Pearson Chi-Square		2.123a		5		0.832

		Likelihood Ratio		1.864		5		0.868

		Linear-by-Linear Association		.111		1		0.739

		N of Valid Cases		141

		Table 22 Bills Online - Pre

								Asymp. Sig

				Value		df		(2 sided)

		Pearson Chi-Square		12.637a		7		0.81

		Likelihood Ratio		14.568		7		0.42

		Linear-by-Linear Association		6.994		1		0.008

		N of Valid Cases		141

		Table 23 Bill Online - Post

								Asymp. Sig

				Value		df		(2 sided)

		Pearson Chi-Square		7.349		5		0.196

		Likelihood Ratio		7.655		5		0.178

		Linear-by-Linear Association		4.854		1		0.028

		N of Valid Cases		141

		Table 24 Check Balances Online - Pre

								Asymp. Sig

				Value		df		(2 sided)

		Pearson Chi-Square		12.064a		7		0.098

		Likelihood Ratio		12.997		7		0.072

		Linear-by-Linear Association		5.683		1		0.017

		N of Valid Cases		141

		Table 25 Check Balances - Post

								Asymp. Sig

				Value		df		(2 sided)

		Pearson Chi-Square		8.765a		5		0.119

		Likelihood Ratio		11.961		5		0.035

		Linear-by-Linear Association		1.847		1		0.174

		N of Valid Cases		141
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		Table 1

										Valid		Cumulative

						Frequency		Percent		Percent		Percent

		Valid		Note		21		14.9		14.9		14

				Somewhat		99		70.2		70.2		85.1

				Knowledgeable		19		13.5		13.5		98.6

				Expert		2		1.4		1.4		100

				Total		141		100		100

		Table 2

										Education		Pre-Test		Post-Test

						Age		Gender		Level		Score		Score

		N		Valid		141		141		141		141		141

				Missing		0		0		0		0		0

		Mean				1.13		0.6		2.07		6.53		6.86

		Median				1.00		1.00		2.00		7.00		7.00

		Mode				2		1		1		6		6

		Std. Deviation				0.81		0.49		0.88		1.33		1.18

		Table 3

														95% Confidence

														Interval for Mean

										Std.		Std.		Lower		Upper

						N		Mean		Deviation		Error		Bound		Bound		Min		Max

		Pre-Test		18-35		38		6.87		1.474		0.239		6.38		7.35		2		9

		Score		36-50		46		6.63		1.271		0.187		6.25		7.01		2		9

				51 or above		57		6.23		1.239		0.164		5.90		6.56		2		9

				Total		141		6.53		1.334		0.112		6.31		6.75		2		9

		Post-Test		18-35		38		7.26		1.245		0.202		6.85		7.67		5		9

		Score		36-50		46		6.80		1.147		0.169		6.46		7.15		5		*

				51 or above		57		6.63		1.096		0.145		6.34		6.92		5		*

				Total		141		6.86		1.175		0.099		6.66		7.05		5		*

				Value		df		(2 sided)

		Pearson Chi-Square		15.825a		14		0.324

		Likelihood Ratio		17.275		14		0.242

		Linear-by-Linear Association		5.511		1		0.019

		N of Valid Cases		141

		Table 13 Age - Post

								Asymp. Sig

				Value		df		(2 sided)

		Pearson Chi-Square		16.481a		10		0.087

		Likelihood Ratio		16.822		10		0.078

		Linear-by-Linear Association		6.282		1		0.012

		N of Valid Cases		141

		Table 14 Gender - Pre

								Asymp. Sig

				Value		df		(2 sided)

		Pearson Chi-Square		11.617a		7		0.114

		Likelihood Ratio		15.415		7		0.031

		Linear-by-Linear Association		.053		1		0.818

		N of Valid Cases		141

		Table 15 Gender - Post

								Asymp. Sig

				Value		df		(2 sided)

		Pearson Chi-Square		7.782a		5		0.169

		Likelihood Ratio		8.117		5		0.150

		Linear-by-Linear Association		.186		1		0.666

		N of Valid Cases		141

		Table 16 Education - Pre

								Asymp. Sig

				Value		df		(2 sided)

		Pearson Chi-Square		20.358a		28		0.851

		Likelihood Ratio		22.460		28		0.760

		Linear-by-Linear Association		1.458		1		0.227

		N of Valid Cases		141

		Table 17 Education - Post

								Asymp. Sig

				Value		df		(2 sided)

		Pearson Chi-Square		14.180a		20		0.821

		Likelihood Ratio		18.599		20		0.548

		Linear-by-Linear Association		.198		1		0.656

		N of Valid Cases		141

		Table 18 Knowledge - Pre

								Asymp. Sig

				Value		df		(2 sided)

		Pearson Chi-Square		31.065a		21		0.073

		Likelihood Ratio		29.038		21		0.113

		Linear-by-Linear Association		3.360		1		0.067

		N of Valid Cases		141

		Table 18 Knowledge - Post

								Asymp. Sig

				Value		df		(2 sided)

		Pearson Chi-Square		9.017a		15		0.877

		Likelihood Ratio		10.907		15		0.759

		Linear-by-Linear Association		.597		1		0.440

		N of Valid Cases		141

		Table 20 Frequency Online - Pre

								Asymp. Sig

				Value		df		(2 sided)

		Pearson Chi-Square		5.172a		7		0.639

		Likelihood Ratio		5.672		7		0.579

		Linear-by-Linear Association		.179		1		0.672

		N of Valid Cases		141

		Table 21  Frequency Online - Post

								Asymp. Sig

				Value		df		(2 sided)

		Pearson Chi-Square		2.123a		5		0.832

		Likelihood Ratio		1.864		5		0.868

		Linear-by-Linear Association		.111		1		0.739

		N of Valid Cases		141

		Table 22 Bills Online - Pre

								Asymp. Sig

				Value		df		(2 sided)

		Pearson Chi-Square		12.637a		7		0.81

		Likelihood Ratio		14.568		7		0.42

		Linear-by-Linear Association		6.994		1		0.008

		N of Valid Cases		141

		Table 23 Bill Online - Post

								Asymp. Sig

				Value		df		(2 sided)

		Pearson Chi-Square		7.349		5		0.196

		Likelihood Ratio		7.655		5		0.178

		Linear-by-Linear Association		4.854		1		0.028

		N of Valid Cases		141

		Table 24 Check Balances Online - Pre

								Asymp. Sig

				Value		df		(2 sided)

		Pearson Chi-Square		12.064a		7		0.098

		Likelihood Ratio		12.997		7		0.072

		Linear-by-Linear Association		5.683		1		0.017

		N of Valid Cases		141

		Table 25 Check Balances - Post

								Asymp. Sig

				Value		df		(2 sided)

		Pearson Chi-Square		8.765a		5		0.119

		Likelihood Ratio		11.961		5		0.035

		Linear-by-Linear Association		1.847		1		0.174

		N of Valid Cases		141
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3 cells (25.0%) have expected count less than 5. The


minimum expected count is .79.


a. 




Chi-Square Tests


20.358


a


28


.851


22.460


28


.760


1.458


1


.227


141


Pearson Chi-Square


Likelihood Ratio


Linear-by-Linear


Association


N of Valid Cases


Value


df


Asymp. Sig.


(2-sided)


31 cells (77.5%) have expected count less than 5. The


minimum expected count is .07.


a. 




Chi-Square Tests


14.180


a


20


.821


18.599


20


.548


.198


1


.656


141


Pearson Chi-Square


Likelihood Ratio


Linear-by-Linear


Association


N of Valid Cases


Value


df


Asymp. Sig.


(2-sided)


20 cells (66.7%) have expected count less than 5. The


minimum expected count is .07.


a. 




Chi-Square Tests


31.065


a


21


.073


29.038


21


.113


3.360


1


.067


141


Pearson Chi-Square


Likelihood Ratio


Linear-by-Linear


Association


N of Valid Cases


Value


df


Asymp. Sig.


(2-sided)


25 cells (78.1%) have expected count less than 5. The


minimum expected count is .03.


a. 




Chi-Square Tests


9.017


a


15


.877


10.907


15


.759


.597


1


.440


141


Pearson Chi-Square


Likelihood Ratio


Linear-by-Linear


Association


N of Valid Cases


Value


df


Asymp. Sig.


(2-sided)


15 cells (62.5%) have expected count less than 5. The


minimum expected count is .03.


a. 




Chi-Square Tests


5.172


a


7


.639


5.672


7


.579


.179


1


.672


141


Pearson Chi-Square


Likelihood Ratio


Linear-by-Linear


Association


N of Valid Cases


Value


df


Asymp. Sig.


(2-sided)


9 cells (56.3%) have expected count less than 5. The


minimum expected count is .38.


a. 




Chi-Square Tests


2.123


a


5


.832


1.864


5


.868


.111


1


.739


141


Pearson Chi-Square


Likelihood Ratio


Linear-by-Linear


Association


N of Valid Cases


Value


df


Asymp. Sig.


(2-sided)


5 cells (41.7%) have expected count less than 5. The


minimum expected count is .38.


a. 




Chi-Square Tests


12.637


a


7


.081


14.568


7


.042


6.994


1


.008


141


Pearson Chi-Square


Likelihood Ratio


Linear-by-Linear


Association


N of Valid Cases


Value


df


Asymp. Sig.


(2-sided)


9 cells (56.3%) have expected count less than 5. The


minimum expected count is .72.


a. 




Chi-Square Tests


7.349


a


5


.196


7.633


5


.178


4.854


1


.028


141


Pearson Chi-Square


Likelihood Ratio


Linear-by-Linear


Association


N of Valid Cases


Value


df


Asymp. Sig.


(2-sided)


3 cells (25.0%) have expected count less than 5. The


minimum expected count is .72.


a. 




Chi-Square Tests


12.064


a


7


.098


12.997


7


.072


5.683


1


.017


141


Pearson Chi-Square


Likelihood Ratio


Linear-by-Linear


Association


N of Valid Cases


Value


df


Asymp. Sig.


(2-sided)


10 cells (62.5%) have expected count less than 5. The


minimum expected count is .31.


a. 




Chi-Square Tests


8.765


a


5


.119


11.961


5


.035


1.847


1


.174


141


Pearson Chi-Square


Likelihood Ratio


Linear-by-Linear


Association


N of Valid Cases


Value


df


Asymp. Sig.


(2-sided)


5 cells (41.7%) have expected count less than 5. The


minimum expected count is .31.


a. 




Knowledge of Phishing


21


14.9


14.9


14.9


99


70.2


70.2


85.1


19


13.5


13.5


98.6


2


1.4


1.4


100.0


141


100.0


100.0


None


Somewhat


Knowledgeable


Expert


Total


Valid


Frequency


Percent


Valid Percent


Cumulative


Percent




Statistics


141


141


141


141


141


0


0


0


0


0


1.13


.60


2.07


6.53


6.86


1.00


1.00


2.00


7.00


7.00


2


1


2


6


6


.813


.491


.875


1.334


1.175


Valid


Missing


N


Mean


Median


Mode


Std. Deviation


Age


Gender


Education


Level


Pre-Test


Score


Post-Test


Score




Descriptives


38


6.87


1.474


.239


6.38


7.35


2


9


46


6.63


1.271


.187


6.25


7.01


2


9


57


6.23


1.239


.164


5.90


6.56


2


9


141


6.53


1.334


.112


6.31


6.75


2


9


38


7.26


1.245


.202


6.85


7.67


5


9


46


6.80


1.147


.169


6.46


7.15


5


*


57


6.63


1.096


.145


6.34


6.92


5


*


141


6.86


1.175


.099


6.66


7.05


5


*


18-35


36-50


51 or above


Total


18-35


36-50


51 or above


Total


Pre-Test Score


Post-Test


Score


N


Mean


Std.


Deviation


Std.


Error


Lower


Bound


Upper


Bound


95% Confidence


Interval for Mean


Min


Max





